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INTRODUCTION 

Mikael Mattlin, Shaun Breslin, Elina Sinkkonen, Liisa Kauppila 
and Matt Ferchen 

Our times have been called the age of geoeconomics.1 Te post-Cold War 
liberalist view, according to which interdependences supported a vir-
tuous cycle of mutual gains, has given way to a realist-tinged view that 
regards economic interdependence as a potential security risk. Te jury 
is still out over who or what started the vicious cycle towards increasing 
great power rivalry. Some point to the more domestic political economy 
orientation of states like the US and UK, which were once the main pro-
ponents of neoliberal free markets. More often the focus is on changes in 
China’s domestic economy at the beginning of the 2010s, which saw the 
emergence of securitized economic interdependence, a trend that has 
intensifed under Xi Jinping.2 

Currently, China emphasizes greater self-reliance and has introduced 
strategies and policies (such as Made in China 2025 and dual circulation) 
designed to reduce its dependence on foreign supplies and markets.3 Sim-
ilarly, the United States and the European Union have launched an array 
of policy initiatives, such as the American Infation Reduction Act (IRA), 
and the EU’s initiatives on economic security and investment screen-
ing, to shield their economies and promote their own manufacturing 
capabilities. Indisputably, there have been growing concerns regarding 
the potential for interdependence to be “weaponized” by making use of 

1 Hsiung 2009; Mattlin and Wigell 2016. 

2 Pearson et al. 2022. 

3 García Herrero 2021. 
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either choke points (critical nodes in a network) or the panopticon tools 
available to those who control information fows.4 

In this changing global environment, how can small open econo-
mies shield their critically important enterprises from strategic foreign 
acquisitions? How can they mitigate potential security risks in foreign 
ownership? How can they reduce supply chain and technological de-
pendencies that may be exploited by major powers through sanctions 
and political retaliation? Furthermore, how can they do this, while still 
maintaining their open economies? Tis is a pressing dilemma during 
a time of increasing great power competition, economic warfare and 
technological decoupling. 

SECURITIZED ECONOMY 

In recent years, China has used economic statecraft5 to punish, or threaten 
to punish, several states, including the Nordic countries. For example, 
China has for political reasons restricted, or threatened to restrict, access 
to vital supplies such as rare earth metals (vis-à-vis Japan in 2010) and 
medical supplies during the Covid-19 crisis. China has also used economic 
statecraft to punish, or threaten to punish, a number of states in North 
America, Australia and Europe.6 In its annual position paper published 
in September 2020, the EU Chamber of Commerce in China warned of 
European companies facing a threat of retaliation resulting from Beijing’s 
political spats with their national governments, which might lead to 
sudden disruptions to their operations.7 

One of the key dilemmas is knowing exactly what kinds of economic 
engagements are potentially dangerous, and which are benign. Tis is 
because threats and risks are, by their very nature, hypothetical and in 
the future. To be sure, past Chinese behaviour infuences perceptions of 
the future. Te way that Chinese leaders communicate their goals and 
capabilities is important as well. But so too is a general sense of mistrust 
that is perhaps as often generated by an evaluation of the nature of the 
Chinese political system as it is by things that are actually said and done. 

Moreover, once the possibility – or even likelihood – of some sort of 
future malign action is accepted, it is difcult to identify where the list 
of vulnerable sectors ends. Does the fact that a sector has been identifed 

4 Farrell and Newman 2019; 

5 Economic statecraft as a modern study area frst developed largely as a study of the United States’ use of 
economic statecraft, such as sanctions. See Baldwin 2020. 

6 Mattlin 2021. 

7 EU Chamber of Commerce in China 2020. 
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as strategically important for China mean that Chinese ownership in that 
sector on its own provides some sort of threat? It might be a commer-
cial issue, but is it also a national security, or an economic security one? 
Furthermore, unlike national security, which has stricter limits (e.g., 
information that is formally labelled secret, with ofcially restricted and 
controlled access), the problem with a term like “economic security” – a 
term now actively used in Brussels – is that there are seemingly no natural 
boundaries to the term as economic activities permeate all of society. Any 
economic activity can then potentially be “securitized”.8 Here we have an 
example of a decision that is not only made on the relationship between 
commercial advantage and national security, but that is also based on 
potential futures.9 

At the extreme, anything that helps make China bigger, stronger and 
more advanced can be perceived to be dangerous if the assumption is that 
a bigger, stronger and advanced China will at some point act in ways that 
undermine national security, or the national interest, even if it does not 
currently do so. From this perspective, anything and everything that is 
done by Chinese overseas actors will ultimately result in problematic 
outcomes. Cutting of all economic relations with China is not on any 
state’s agenda. But even if we dismiss the extreme, working out where 
the boundaries lie between interactions that should be tolerated (or even 
encouraged), accepted with mitigations or rejected remains something 
of an inexact science. 

And once a threat is in the future, it is very difcult to prove (or dis-
prove). In 2022, the UK government used its new National Security and 
Investment Act to force a Dutch subsidiary of a Chinese company to sell 
its shares in a UK factory.10 Tis was in part because a potential change 
in operations in the future might “undermine UK capabilities”, and in 
part because the location of the factory meant that it might in the future 
gain “access to technological expertise and know-how” in other local 
companies, with national security consequences. 

To be sure, there is more to this changing environment than only Chi-
na; the consequences of the war in Ukraine make that abundantly clear. 
US measures such as the 2022 IRA have been perceived in Brussels as a 
new industrial policy that promotes US domestic actors at the expense of 
European ones.11 Additionally, the EU-US Trade and Technology Council 
(TTC), which is supposed to serve as a discussion forum to coordinate 

8 Te trend is similar in China. For example, the 20th Party Congress work report discussed security in a 
variety of diferent forms. See also Drinhausen and Legarda 2022. 

9 Ferchen and Mattlin 2023; Mattlin and Rajavuori 2023. 

10 UK Government 2022. 

11 Financial Times, 4 December 2022. 

https://factory.10
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approaches to key global economic, trade and technology issues, has also 
stalled as similar interests with regard to China are counterbalanced by 
diferences in approaches to regulation and taxation, for example. Con-
sequently, in addition to posing a direct (potential) challenge, China has 
a secondary indirect impact as well, whereby it drives national regulatory 
changes that (potentially) discriminate against all non-national economic 
actors in some ways, and not only those from China. 

Even within Europe itself, there are concerns about what appear to be 
inward-looking, protectionist and anti-competitive turns by some, such 
as Germany’s 2022 €200 billion energy package to shield its businesses 
and consumers from higher energy prices.12 

Nevertheless, it is China that is most often the focus of concern when 
it comes to identifying future insecurities. For many years, one of the 
justifcations for welcoming China into the global political economy was 
that this would “socialize” China into the norms of the Western-led “lib-
eral international order”; this, it was thought, would generate a domestic 
liberalizing change, make China more predictable and thereby more like 
a “normal” state in international interactions.13 Te irony is that in re-
sponding to the perceived challenge from China, Western states on both 
sides of the Atlantic have increasingly adopted economic policies that look 
quite similar to what China has been pursuing. For example, protectionist 
measures, activist industrial policies by states and massive state subsidies 
(that may even violate WTO rules) are now all more readily accepted. 
Instead, of China becoming more economically liberal, the supposedly 
liberal American and European economies risk gradually becoming more 
and more economically illiberal.14 As they are not content with sharpening 
inward investment controls, even restrictions on the outward investments 
by European companies are now on the table – something that looks akin 
to selective capital controls. 

12 Te Covid-19 pandemic and the Ukraine war also drove home to Western audiences the dangers of excessive 
reliance on critical imports from one supply source that might no longer be available in a future confict 
scenario, such as one over Taiwan. Te issue of reducing dependencies on China also became a topical issue 
in the Finnish public debate led by Prime Minister Sanna Marin, who repeatedly brought up the issue in a 
manner that was uncharacteristic of Finnish politicians. Up until around 2019, the Finnish public debate on 
economic engagement with China had not been particularly active and had been rather timid. Mattlin 2020. 

13 Campbell and Ratner 2018. 

14 Ferchen and Mattlin 2023. 

https://illiberal.14
https://interactions.13
https://prices.12
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RESEARCH FRAMEWORK 

Te ForAc project has combined research on risks related to foreign own-
ership, supply disruptions and technological dependencies. Te research 
framework guiding our project is depicted in Figure 1. 

According to our framework, State A (a major state) may exercise lev-
erage over State B (a small state) in several diferent ways. Tis leverage 
can occur, e.g., through: 

a) various forms of economic statecraft, including state-to-state 
sanctions, political retaliation, pressure, or inducements15 

b) sanctioning or exercising political pressure on supply-secu-
rity critical enterprises (Enterprise Y) in State B 

c) strategic acquisitions of supply security-critical enterprises 
(Enterprise Y) in State B (provided that State A exercises 
efective control over the acquiring entity, Enterprise X) 

Our report explicitly adopts a small-state perspective. But what do we 
mean by a “small state”? 

Population and the size of the economy clearly do play at least some 
part in establishing the potential for infuence in the international system. 
For example, calculations of what is worth doing to ensure or maintain 

State A State B 

Enterprise X Enterprise Y 

C. Strategic Acquisitions 

A. Forms of Economic Statecraft 

Supply Security Modes of Control 

B. Sanctions, Pressure 

Figure 1. Te ForAc project’s research framework 

15 Ferchen and Mattlin 2023. 
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access to a foreign market are likely to be infuenced by how big and lucra-
tive that market is. Tat said, there is a diference between the number of 
potential consumers and their individual and collective wealth. Is a small 
er rich economy more “attractive” (and thus in some ways more pow-
erful) than a larger but poorer one? Moreover, some small countries can 
and have been the home of innovations that have become world leading 
in their sectors. Te oft-repeated designation of Finland as “the world’s 
telecommunications test laboratory” might be a good example here. 

Even so, clear diferences exist in what individual states can do, par-
ticularly through unilateral action, to exercise what Susan Strange called 

“structural power”16: to change the global structures that everybody must 
operate within. Tis may entail changing the formal rules of the game, re-
forming the way that international institutions operate or – as in the case 
of some Chinese initiatives – introducing new governance organizations 
(such as the Asian Infrastructure Investment Bank). In addition, and more 
importantly for this project, it may entail the collateral impact of unilateral 
action on others: how a change in the way that a globally powerful state 
acts infuences what other states and economies can do, and the way that 
all states and economies interact with each other. 

To refer to a distinction between those states that are (or can be) 
system shapers and those smaller states that are system takers might 
be slightly too stark a dichotomization. But even if it is somewhat of an 
exaggeration, it is unarguable that the global consequence of unilateral 
action varies massively from state to state.17 

Te ability to shape or respond is also afected by the nature of nation-
al political economies, whereby those that are more open to the global 
economy (like our case studies) are likely to be more afected by shifts in 
the nature of global economic activity. Te key question of this research 
project is: Is it possible for small states with open economies (like the 
Nordic countries) to ofset vulnerabilities and reduce insecurities whilst 
maintaining their relatively high levels of economic openness? It is par-
ticularly relevant as one of the big powers in the global economy (China) 
has a less than fully open and liberal economy, and other (larger) powers 
now also seem to be turning towards more protectionist solutions to 
deal with their own insecurities and vulnerabilities. Small countries lack 
the comparative strengths of larger economies, such as large domestic 
markets, better possibilities for conducting active industrial policy and 
providing massive state subsidies to national champions or attracting new 

16 Strange 1998. 

17 For a classic study of the political economy of small states, see Katzenstein 1985. 

https://state.17
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investments from abroad.18 Or is one of the tools (and/or costs) of pursu-
ing greater security a “retreat” from the previously preferred openness? 

Te question of how small states with open economies can shield their 
national economies and supply chains while still maintaining their open 
economies has become pertinent in Europe as recent years have seen 
increasingly active eforts by foreign state-led economic organizations, 
especially from China, to acquire enterprises that possess critical tech-
nological know-how or perform vital tasks in national supply systems. 
Because of this, the European Union (EU) began to implement a screening 
mechanism for foreign investments as of October 2020.19 In the spring 
of 2020, the EU Trade Commissioner urged EU member states to protect 
their companies from China taking advantage of the Covid-19 crisis to 
acquire them.20 Even Sweden and the Netherlands – known for their 
liberal economic policies – have recently adopted measures to shield their 
enterprises from Chinese acquisitions.21 

For the purposes of the project, we identifed three key competences 
of great powers (investment leverage, supply chain dominance and core 
technology control), each of which is associated with a key small state 
vulnerability: security risks of foreign ownership, supply disruptions and 
critical technological dependencies (Figure 2) 

competences of great powers vulnerabilities of small states 

Investment leverage 

Supply chain dominance 

Core technology control 

Security risks 

Supply disruptions 

Critical technology dependencies 

Figure 2. Great power competences and small state vulnerabilities 

18 Bloomberg, 19 June 2023. 

19 European Commission 2019. In 2018, the European Council also mandated the European Commission to 
negotiate a convention establishing a Multilateral Investment Court. 

20 Financial Times, 12 April 2020. 

21 See also Kauppila and Cappelin 2023. 

https://acquisitions.21
https://abroad.18
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On the frst row, the category of security risks stands for a broad group 
of potential dangers to which small states’ national and supply security 
systems are exposed due to great powers’ investment leverage. With 
their greater resources to make investments in companies and real estate, 
great powers may gain efective control over assets that can be utilized 
to advance their own foreign policy aims – which may well compromise 
the national interests and security of small states.22 Tis risk is more el-
evated the more the major state is able to exercise de facto control over 
its enterprises, as we noted in Figure 1. 

On the second row, supply disruptions cover various types of distur-
bances in small states’ fow security, that is, their ability to guarantee that 
goods, products, technologies and so on move to and from the country 
without major problems.23 Given great powers’ supply chain dominance, 
they are more capable than other actors in causing these issues through 
actions such as turning choke points and hubs into political weapons, as 
Farrell and Newman argue.24 In the extreme, a single small state – or a 
group of states – may become a target of political retaliation, which is 
evident in the case of discrimination or sanctions.25 In addition, over-con-
centration of supply may in itself create supply disruptions, even if all 
parties try to avoid them. Tis aspect is particularly relevant with regard 
to China, whose role in global production is extremely important.26 It 
should however be noted that, due to the active reshoring of manufac-
turing in the context of strategic de-risking, the US is also increasing its 
share in certain sectors, such as the production of ion-exchange resins 
used in purifying water in industrial processes. As a result, a pattern of 
Sino-US dominance is beginning to appear in some of the felds in which 
production was previously concentrated in China. 

Te third-row category, critical technology dependencies, covers 
situations in which vast human sufering and/or economic losses may 
be caused by cut-ofs in the availability and functioning of technology. 
Because of great powers’ core technology control, there is a relationship 
of asymmetric interdependence that exposes small states to the goodwill 
and abilities of great powers in safeguarding the delivery, maintenance 
and information security of technological devices and their parts. 

22 Farrell and Newman 2019. 

23 See also Aaltola et al. 2013. 

24 Ibid. 

25 See, e.g., Bøje Forsby and Sverdrup-Tygeson 2022 for an overview of China’s political retaliation in 
Scandinavia. 

26 Today, China is also by far the largest trading country, accounting for some 15% of world goods trade. 

https://important.26
https://sanctions.25
https://argue.24
https://problems.23
https://states.22
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Below we briefy discuss each of these competence-vulnerability com-
binations. 

DE-RISKING FOREIGN OWNERSHIP 

One of the empirical focus areas of this report are foreign, especially 
Chinese, investments in supply security-relevant enterprises and entities 
in the Nordic countries (especially in Finland and Sweden), which have 
been especially exposed to Chinese acquisitions and political retaliation, 
given their small economies and previous permissive approach to foreign 
investments.27 Te Nordic countries have many innovative small- and 
medium-sized enterprises (SMEs) with advanced technology,28 yet they 
have been relatively open to foreign investors over the past decades. 

China’s use of economic statecraft has gained urgency in the context of 
discussions surrounding US-China strategic decoupling (now de-risking), 
which may lead to bifurcated global supply networks and technological 
standards, with unclear consequences and vulnerabilities for the EU and 
its member states. Contrary to earlier readings of economic interde-
pendence as a positive force that induces states to cooperate,29 channels 
of global interdependence can also be turned into the service of foreign 
policy.30 Strategic de-risking has become shorthand for a way to reduce 
the vulnerabilities of interdependence. 

In the context of economic statecraft by China’s party-state-led 
economy vis-à-vis foreign countries and enterprises, targeted foreign 
investments can be detrimental to supply security and make small states 
vulnerable to various forms of sanctions. However, they may also create 
business and/or political constituencies in the target economy, who ben-
eft from these investments and therefore may come to act, consciously 
or unwittingly, as spokespersons for foreign interests. Tis was seen, for 
example, with Russian energy investments in Europe prior to full-scale 
war with Ukraine.31 

27 With the exception of the far smaller countries Luxembourg and Malta, Finland has attracted the most 
Chinese investment per capita in all of Europe. Around 6% of the entire foreign-invested capital stock is 
Chinese investment. However, this is mainly due to two major acquisitions, both of which were among the 
country’s largest ever corporate acquisitions by value. 

28 For example, in the 2021 Global Innovation Index maintained by WIPO, Sweden was ranked second, while 
Finland was ranked seventh and Denmark ninth. WIPO 2022. Te availability of venture capital for start-ups 
is also high in the Nordics. 

29 Keohane and Nye 2012. 

30 See e.g., Farrell and Newman 2019; Poutala et al. 2022. 

31 See e.g., Wigell and Vihma 2016; Wigell and Soliz Landivar 2018. 

https://Ukraine.31
https://policy.30
https://investments.27
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Te global economic system is not uniformly open. Acquisitions have 
been far easier to complete in small open economies in the EU than sim-
ilar acquisitions would be in China, which actively shields its national 
industrial champions.32 For example, Finland has since the 1990s applied 
regulatory scrutiny and restrictions on foreign ownership mainly in de-
fence-related industries. While the screening of foreign acquisitions in 
defence-related felds has been compulsory, no foreign acquisition has 
yet been formally blocked.33 Te export of dual-use technologies (tech-
nologies that have both civilian and military applications) has, however, 
been more strictly controlled. It has therefore been easier for a Chinese 
strategic investor to get hold of key technologies by acquisition of enter-
prises rather than by purchase. 

According to several scholars, strategic investments through state-
linked business organizations form a central component of China’s eco-
nomic statecraft.34 Recent research estimates that around 59% of Chinese 
majority acquisitions in Sweden,35 and a roughly similar ratio in Finland,36 
have occurred in felds that are priority areas for the Chinese government, 
such as industries prioritized in the Made in China 2025 report. Te ratio 
is even higher if strategic emerging industries are included. 

Defning supply security narrowly so that it only covers such actors as 
specifc defence-related enterprises or key energy suppliers is thus clearly 
insufcient. Even after updates to its screening legislation, the latest of 
which introduced the possibility of employing more fexible mitigation 
measures,37 Finland still maintains a relatively liberal foreign investment 
screening framework. 

On the other hand, Sweden’s upcoming foreign investment screening 
framework, which will take efect in December 2023, will mean a shift 
from a liberal to an onerous and highly restrictive one that in principle 
will also cover Swedish investors. Moreover, unlike the Finnish mech-
anism, the Swedish controls bring under scrutiny not only acquisitions 
but also the rising Chinese FDI trend of greenfeld investments. Due to its 
broad scope, it is estimated that under the Swedish screening framework, 

32 Hanemann and Huotari 2018. 

33 In addition, if uncertain, acquiring companies have also been able to submit their acquisition to a voluntary 
review, the incentive being that the green light by the requisite authorities has legal force, and that the 
authorities must approve the acquisition unless clear and strong grounds exist to oppose it. Mattlin and 
Rajavuori 2023; Rajavuori 2019; Mattlin 2020; Kauppila and Cappelin 2023. 

34 E.g., Babić and Dixon 2021. Te complex merging of Chinese state and corporate interests, and their 
consequences, remains an under-researched area. Norris 2018. 

35 Almén 2023. 

36 Kauppila and Cappelin 2023. 

37 Laki ulkomaalaisten yritysostojen seurannasta (2012/172) [Act on the Screening of Foreign Corporate 
Acquisitions (2012/172)]. 

https://statecraft.34
https://blocked.33
https://champions.32
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as many as 1,000 acquisitions will have to be notifed to the authorities 
in one year, whereas data on the existing Finnish framework show that 
only 35 cases were screened in 2022.38 Overall, in comparison with the 
Finnish mechanism that mainly focuses on safeguarding supply security 
and preventing the outfow of dual-use products, the Swedish framework 
also has a distinct national security focus and, notably, it even seeks to 
consider the strategic intentions of investors.39 

DE-RISKING SUPPLY CHAINS 

Beyond risks that stem from foreign ownership, there is also the broader 
question of dependence on foreign supply chains, technologies, and im-
ports. For example, China accounted for 9% of Finnish imports in 2022, 
making it the third most important source of imports (the ratio is even 
higher in several EU countries). Whereas the EU’s relationship with Russia 
was one of lopsided dependence confned mostly to energy products (gas, 
oil, electricity, nuclear material), the relationship between the EU and 
China is more one of true “complex interdependence”40 with interwoven 
economic interactions across many domains that are deeply embedded in 
complex supply chains. On the import side, the EU is highly dependent 
on Chinese imports for certain medications (penicillin components, par-
acetamol), chemicals, rare earth minerals,41 consumer electronics (e.g., 
laptops and mobile phones), as well as certain industrial components.42 

Many of these dependencies are difcult to reduce in the short term. 
Even in the medium term, purely market-based solutions are unlikely 
to change the situation to any signifcant extent; rather, dependencies 
may even deepen if current trends are allowed to continue. As mentioned 
above, the dilemma for smaller states with relatively open economies is 
that most solutions that have been ofered tend to revolve around various 
forms of protectionism and trade restrictions, as well as active indus-
trial policies and subsidies, meaning distinctly illiberal economic policy 
measures. In EU policymaking circles, and especially in key capitals such 
as Paris and Berlin, the atmosphere has clearly turned more favourable 
towards a major role for the government in industries and, concurrently, 
more sceptical, even derisive, of those who still wish to maintain a belief 
in open markets, relatively free trade and market-based solutions. More 

38 Kauppila and Cappelin 2023, 17; Mattlin and Rajavuori 2023. 

39 Kauppila and Cappelin 2023. 

40 Keohane and Nye 2012. 

41 European Commission 2020a. 

42 Tis also applies to Finland. Laakkonen et al 2023; Kaaresvirta et al. 2023. 

https://components.42
https://investors.39
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specifc policy solutions also tend to be highly industry-specifc, requiring 
actions and legal changes at the level of both the EU and member states, 
as well as possibly Nordic solutions.43 

What makes commercial sense for a company – a fnancially prudent 
sale, for example – might not make sense from a security perspective for 
a government. And while an individual transaction or interaction might 
not be a problem, the aggregation of a number of individual projects, 
particularly if they are in a single sector or part of a single supply chain, 
for example, might indeed generate insecurity. Tere is a potential dis-
juncture, then, between the source of economic security for individual 
companies and concerns about economic security (and perhaps other 
forms of security as well) for the economy or nation as a whole. Such 
decisions, especially once they move from the level of an individual frm 
to higher levels, including multiple companies or entire sectors, also 
become more political. 

Governments certainly can and do directly intervene to block mergers 
and acquisitions. Across Europe, legislation has been or is being revised to 
increase the ability to act. But this still leaves the question of how, short 
of direct government action, economic actors can be encouraged to align 
with states’ objectives – particularly once the focus moves away from 
ownership to other potential areas of insecurity. Evidence from South 
Korea and Japan shows that both states have had at best only limited 
success in persuading national companies to shift their production activ-
ities from China and re-shore them back home because it often makes no 
commercial sense for these companies to do so.44 Conversely, if a govern-
ment decides to support national companies in diferent ways to ward of 
unwanted attention or reduce their footprint in and dependency on China, 
how far should the state (and ultimately the taxpayer) go in supporting 
what are typically private actors seeking to maximize their commercial 
advantages and profts? 

DE-RISKING TECHNOLOGICAL DEPENDENCIES 

When it comes to the emerging focus on ways that economic interdepend-
ence intersects with national security, no area has been more important 
than digital and other emerging technologies. Much of the recent focus on 
how countries can exploit, or be exposed to, “weaponized interdepend-
ence” has been linked to control over supply chains for crucial technology 

43 Wigell et al. 2022b. 

44 Katada et al. 2023. 

https://solutions.43
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inputs like semiconductors. Semiconductors, like many other technolo-
gies in today’s world, have dual-use applications. Te EU’s dependency 
on advanced semiconductors produced by Taiwanese foundries (especially 
TSMC) is a case in point, given the non-negligible risk of interruption to 
these fows in a potential future confict scenario in the Taiwan Strait. 

However, there is also a risk for companies of being caught up in the 
technological rivalries between major states. For example, Dutch and 
Japanese frms have recently been at the centre of the US-China semicon-
ductor spat, with the American government putting pressure on them to 
enact similar restrictions on the export of semiconductor manufacturing 
equipment and technology to China, as the US itself has enacted. Tis is 
especially relevant for small states, such as the Nordic countries, that have 
close military relations with the United States, and thereby are reliant on 
US and NATO military supply chains. 

Similarly, competition for market advantage in new green energy 
generation and electric vehicles highlights not only how countries and 
frms can gain a leg up (often with government support) in the technol-
ogies of the future but how they may also be exposed to other powerful 
actors if they lose out in such competition. China’s growing investments 
in R&D and consequent rapid scientifc and technological advances may 
also mean that new dependencies will emerge in the future in felds such 
as medical equipment and AI-related applications. Graham Allison et al. 
argue that US technological leadership is not set in stone as China has 
become a serious competitor in AI, 5G, quantum information science 
(QIS), semiconductors, biotechnology, and green energy which are re-
garded as the foundational technologies of the 21st century.45 Te EU area 
for its part is falling behind China in key technologies, and “may not be 
able to maintain its technological competitiveness unless it continues to 
cooperate with the PRC”.46 

Some small states can and do have highly competitive high-tech frms 
or sectors, but in order to maintain their competitiveness they must in-
creasingly consider what types of policies, including state support or pro-
tection, is necessary. As larger countries like China and the United States 
engage in their own high tech-focused industrial policies as well as tar-
geted interventions into supply chains, small states will have to increase 
their own understanding and capacity to react and plan for the future. 
Small states are also vulnerable to so-called killer acquisitions, whereby 
a major state may actively use strategic acquisitions in order to “kill-of” 

45 Allison et al. 2021. 

46 Rühlig (ed). 2023, 9. 

https://century.45
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potential emerging competitors by buying them up, thereby preventing 
European companies from developing their own critical technology.47 

STRUCTURE OF THE REPORT 

We explored the dynamics of how small states can or should respond to 
various challenges emanating from the activities of major states to en-
hance their preparedness through a series of backcasting Delphi scenarios 
conducted in Finland and Sweden in 2022–2023. 

Tis introduction is followed by a methodological chapter explaining 
how we combined the Delphi method with backcasting (a more detailed 
methodological appendix is included at the end of the report). Tis sec-
tion is important background for those who wish to understand how 
the research results were produced but can also be skipped if one is only 
interested in the substantive content of the report. 

Te rest of the report broadly follows the research framework outlined 
above, so that the three diferent bundles of future risk scenarios – one 
related to foreign ownership and investments, one to supply chains, and a 
fnal one on technological dependencies – are each dealt with in individual 
chapters. Each chapter reports on three diferent dystopian scenarios 
set in the future that were presented to Finnish experts. In addition, a 
separate report chapter summarizes the results of a similar backcasting 
exercise conducted with Swedish experts in Stockholm in October 2022 
that provides a useful point of comparison. Te chapters are written so 
that readers can also read just individual substance chapters. 

Te specifc solutions ofered in each case not only tend to be scenar-
io-specifc, but are often technical in nature too, produced by notable 
experts in each of the diferent felds. Key recommendations related to 
the scenarios are therefore provided in the conclusions of each individual 
chapter, rather than trying to collate them into a single general set of rec-
ommendations. In the concluding chapter we instead focus on drawing 
broader policy implications and making some general observations on 
the Delphi exercises. 

47 Wigell et al. 2022a, 131-132. 

https://technology.47
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1. COMBINING THE DELPHI METHOD 
WITH BACKCASTING 

Liisa Kauppila and Elina Sinkkonen 

Today’s world is characterized by great power competition as the United 
States and China are becoming strategic rivals in all aspects of global life. 
Given the simultaneous disintegration of the global governance system, 
technological development and proceeding climate change, small states 
must navigate in extremely uncertain and complex risk environments. 
Under these circumstances, producing knowledge to enhance small state 
preparedness is a challenging task that is difcult to undertake by using 
traditional research methods. 

Firstly, since the key dynamics of international relations and the 
global political economy are changing not only radically but also at a 
fast pace, the past is not always a great compass for navigating future 
crises. Terefore, an explicitly futures-oriented approach is needed to 
anticipate potential dangers and seek efcient ways to prevent them from 
materializing. Secondly, as these future crises unfold due to a complex 
interplay of multiple factors, neither narrow disciplinary confnes nor the 
skill sets of individual stakeholder groups are alone sufcient to identify 
and tackle them. Diferent types of experts must therefore be engaged 
in brainstorming ways to adapt to new risk environments.48 Ideally, this 
means that members of such a social network build on each other’s input 
and strengths.49 

We applied the Delphi technique to explore ways of enhancing Fin-
land’s and Sweden’s preparedness, while adhering to the above-men-
tioned practical requirements. Te Delphi technique is a participatory 

48 See also Elgabry et al. 2022. 

49 E.g., Bereiter 2002, 174–210. 

https://strengths.49
https://environments.48
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research method developed at RAND Corporation in the 1950s. It has 
been used in various applications to study multifaceted problems with 
high relevance to the future of states.50 Typically, Delphi studies deal 
with research problems that cannot be addressed with exact analytical 
methods, but which beneft from “subjective judgments on a collective 
basis”51. In the past, the technique has been used to explore the efects of 
technology on the development of ballistic missiles,52 detect early signs of 
future radicalization and terrorism,53 and formulate national low-carbon 
visions,54 for example. 

In essence, Delphi is a way of facilitating group communication in an 
efective manner, thus enabling “a group of individuals, as a whole, to 
deal with a complex problem”55. Over the past decades, this has come to 
mean that various experts are invited to share their arguments in rounds 
of online questionnaires. During the process, the experts are also given the 
chance to learn from each other’s answers and reconsider their original 
viewpoints. Teir answers and possible comments are shared anonymous-
ly, which reduces the “bandwagon efect”, that is, the human tendency 
to adapt to what others are doing, thinking or saying. Tis enables an 
equal exchange of ideas between diferent stakeholder groups: no one’s 
status or charisma speaks louder than their arguments.56 In the past, the 
purpose of the iteration process was to reach an expert consensus, but, 
over time, a broad spectrum of justifed views – dissensus – has become 
an equally popular aim of Delphi studies.57 

Unlike in most Delphi studies, our stakeholders were not asked to 
estimate the probability and desirability of certain images of the future; 
instead, their task was to propose means and measures that could be 
taken to prevent risky or outright dangerous futures from unfolding. 
In futures studies’ terms, this meant that our application of the Delphi 
method relied on backcasting: a process that starts with forming an idea 
of how things should or might be in the future and then continues with 
connecting that future state with the present.58 Specifcally, our Delphi 

50 See, e.g., Helmer and Rescher 1958; Dalkney and Helmer 1962; Helmer and Gordon 1964. 

51 Linstone and Turof 2002/1975, 4. 

52 Helmer and Gordon 1964. 

53 Van de Linde and van de Duin 2011. 

54 Flood, Rogan and Revez 2023. 

55 Linstone and Turof 2002/1975, 3–4. 

56 Linstone and Turof 2022/1975, 4. 

57 See, e.g., Steinert 2009; Tuominen et al. 2014; Wrath et al. 2013.  

58 Robinson 1990, 820. 

https://present.58
https://studies.57
https://arguments.56
https://states.50
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Figure 3. Comic teaser 

experts were asked to “work backwards”59 from dystopian mini scenarios 
that refected our background research. Moreover, the proposed dystopias 
were presented as short comic art strips, aimed at immersing the experts 
in diferent target years (2027, 2030 and 2035). Although unconventional, 
the choice of various target years made it possible to engage the panellists 
with diferent types of risks, some of which are highly unlikely to mate-
rialize before 2035. Comic art also served the purpose of enhancing the 
level of the panellists’ engagement and attracting their curiosity before 
the exercise started (Figure 3). 

In addition to facilitating a study of tangible means, measures, and 
changes in support of policymaking, the methodological combination of 
Delphi and backcasting allowed us to run exercises that, in themselves, 
enhanced small state preparedness. More specifcally, bringing together 
key stakeholders from across Finnish and Swedish societies to read the 
scenarios and debate them was a highly valuable social process of learn-
ing and “unlearning”60: a chance to raise awareness, shake established 
views and widen horizons. Tis is crucially important since even in small 

59 Ibid. 

60 Robinson 1988; 2003. 
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1. Scanning the risk environment 
Forecasting 

Internal workshops 

2. Structuring the process 
Framework formulation 

Case selection 

3. Crafting questionnaires with dystopias 
Scenario building 

Comic art 

4. Selecting & inviting the experts 
Expertise matrix 

Telephone invitations 

5. Running the panels 
Online exercise or 

On-site workshop with online content 

6. Analysing the answers Content analysis 

POLICY RECOMMENDATIONS Identifcation of points of development 

Figure 4. Overview of backcasting Delphi from dystopian imaginaries 

countries, there is a risk that sectoral experts seldom exchange ideas be-
yond their own “bubble”, meaning stakeholders with like-minded views 
and similar educational backgrounds. Tis may distort and hamper the 
understanding and tackling of complex problems related to small state 
preparedness. 

ForAc’s application of the Delphi method, backcasting Delphi from 
dystopian imaginaries, included six steps (Figure 4). In the following, we 
provide a brief overview of the process and our case selection, whereas 
a more detailed discussion is provided in the Appendix at the end of the 
report. 

In Step One, a forecasting exercise was conducted to understand the 
overall risk environment in which small states – Finland and Sweden in 
particular – navigate. In Step Two, the broad frames of the Delphi pro-
cess were designed. In Step Tree, questionnaires with dystopian comics 
were developed with an artist. In Step Four, the experts were selected 
and invited to form diverse panels. In Step Five, the experts studied the 
mini-scenarios and proposed ways to avoid the dangerous or threatening 
situations depicted in the comics. In Finland, this step was conduct-
ed entirely online, whereas in Sweden, the experts attended an on-site 
workshop during which they shared their views online. In Step Six, the 
answers and their policy implications were analysed. 
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In all the three questionnaire rounds of the Finnish online exercise, we 
created one mini-scenario for each category: security risks 2027, supply 
disruptions 2030 and critical technology dependencies 2035. Since the 
Swedish workshop was a half-day event, only two empirical cases could 
be covered. Based on the host organization Swedish National China Cen-
tre’s internal discussion on themes debated in Sweden, we selected one 
mini-scenario for the categories security risks 2027 and supply disruptions 
2030 (Table 1). 

In Finland, the process took place over a period of ten months and 
consisted of three questionnaire rounds. A new questionnaire was opened 
every four to fve months: in late May 2022, mid-October 2022 and early 
March 2023. In Sweden, the onsite workshop took place in mid-October 
2022. 

Finnish 

questionnaire 1 

Finnish 

questionnaire 2 

Finnish 

questionnaire 3 

Swedish on-site 

workshop 

Security 

risks 2027 

Acquisitions 

of technology 

companies (a 

mobile game 

company 

gathering 

personal data) 

Transfers of real 

estate ownership 

(Arctic tourism 

and sports 

facilities) 

Venture capital 

investments 

in start-up 

companies 

(quantum 

computing) 

Political retaliation 

Acquisitions 

of technology 

companies (a 

mobile game 

company 

gathering 

personal data) 

Supply 

disruptions 

2030 

Discriminatory 

practices limiting 

access to 

pharmaceuticals 

(antibiotics) 

Maintenance of 

advanced military 

technology (F-35 

fghter jets) 

Sanctions on 

green transition 

materials, 

components 

and minerals 

(wind energy) 

Cybersecurity of 

advanced health 

technology (home 

dialysis machines) 

limiting access 

to components 

needed in 

critical services 

and industrial 

processes (water 

treatment) 

Supply of 

chemicals 

for advanced 

research and 

development 

activities (helium) 

Sanctions on 

green transition 

materials, 

components 

and minerals 

(wind energy) 

-

Critical 

technology 

dependencies 

2035 

Table 1. Case selection of the Finnish and Swedish Delphi exercises 
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2. SECURITY RISKS OF FOREIGN 
OWNERSHIP 2027 

Liisa Kauppila, Elina Sinkkonen and Ines Söderström 

A notable share of global investment fows originates from the US and 
China. In 2021, their FDI outfows amounted to well over one third of 
the global total, with the US accounting for 24% and China for 14%.61 
In addition, investors from both countries acquire real estate and make 
venture capital (VC) investments in overseas start-ups. While these cap-
ital fows contribute positively to the economic development of many 
small states, they may also create foreign forms of ownership connected 
to potential security implications. Although American investments are 
generally associated with few concerns in Europe, Chinese investments 
are increasingly seen to open the door to violations of the host country’s 
national interests and core values. Awareness of these security risks has 
greatly intensifed along with the debate on China’s strategic company 
acquisitions and controversial National Intelligence Law (2017), which 
obligates Chinese companies operating overseas to share intelligence 
with the government.62 Yet especially Russia’s attack on Ukraine and 
China’s unwillingness to condemn the aggression have made some of 
these potential dangers feel more tangible, plausible and even immediate. 

Refecting the general wave of economic nationalism and protection-
ism, many Western countries have recently undertaken legislative reforms 
to shield their economies and societies from the negative efects of for-
eign ownership. In the US, President Obama’s second term (2013–2017) 
witnessed a shift from a liberal investment policy to more extensive state 

61 UNCTAD 2023. Te fgure for China is the total for Mainland China, Hong Kong and Macao. 

62 National People’s Congress 2017. 

https://government.62
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intervention in foreign investment.63 As a continuation of this trend, in 
2018 the Committee on Foreign Investment in the United States’ (CFIUS) 
scope of action was expanded, and processes streamlined along with the 
introduction of the Foreign Investment Risk Review Modernization Act 
(FIRRMA). Similarly, the EU began to tackle the risks associated with 
Chinese acquisitions – especially in high-tech industries – by adopting 
an FDI screening framework in 2019 (EU 2019/452). Enacted in 2020, the 
regulation seeks to initiate and coordinate the screening of EU-bound 
investments “on the grounds of security or public order”.64 As a result, 
several member states have recently introduced and amended their na-
tional FDI controls, but since the framework does not obligate states to 
set up mechanisms or provide clear-cut criteria for screening, the EU can 
hardly be considered as one unit in this regard. Te national practices on 
controlling real estate and venture capital investments are even more 
diverse, and the latter are typically not screened within the EU. 

Finland too has critically examined and reformed its relatively liberal 
legislation on foreign ownership over recent years. Largely as a reaction 
to Russia’s invasion of Crimea,65 the country implemented two mecha-
nisms to mitigate the risks of real estate acquisitions in January 2020. In 
particular, the Act on Transfers of Real Estate Requiring Special Permis-
sion (470/2019)66 obligates non-EU/EEA investors to subject their real 
estate transfers to mandatory screening. Te Act on the State’s Right of 
Pre-emption (469/2019) allows the state to use its right of pre-emption 
in property transactions near strategic locations. Both acts were refned 
in January 2023. Amended FDI controls, in turn, were enacted in October 
2020 as the revisions to the Act on the Screening of Foreign Corporate 
Acquisitions (172/2012) came into force. Apart from being drafted in the 
context of the EU screening framework, Chinese acquisitions did not 
constitute a major driver per se in the Finnish national process, and the 
Act’s application is country-neutral.67 

Te three short-term scenarios extending up to 2027 pinpoint dilem-
mas that may be difcult for liberal democracies to tackle through current 
legislation – or possibly any form of monitoring and “sticks”. Although 
the identifed potential dangers are already debated, their likelihood may 
perhaps increase by the target year due to intensifying great power rival-
ry and the consolidation of Finland’s status as a NATO country. Te frst 

63 Lundborg Regnér 2022. 

64 European Parliament and the Council of the European Union 2019. 

65 Interview with a Finnish state ofcial, Helsinki, 22 March 2022. 

66 Laki eräiden kiinteistöhankintojen luvanvaraisuudesta 470/2019 [Act on Transfers of Real Estate Requiring 
Special Permission (470/2019)]. 

67 Online interview with the Ministry of Economic Afairs and Employment, 1 March 2022. 

https://country-neutral.67
https://order�.64
https://investment.63
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scenario deals with breaches of personal data gathered by foreign-owned 
mobile entertainment companies, whereas the second one focuses on the 
potential dual use of foreign-acquired real estate. Te second scenario is 
set in the Arctic – the strategic importance of which is rising – not least 
because the polar regions are signifcant sites for operating and developing 
space and satellite technologies. Te third case takes up a key risk created 
by the Sino-US tech war: brain drain from emerging technology felds 
such as quantum computing. Chinese venture capital investments are 
currently on the rise in Europe,68 and in this scenario, an investor repre-
senting a VC frm is responsible for attracting talent to China – although 
many other forms of networking may naturally have the same result. 

Te panellists were given a one- to two-page-long briefng in Finnish 
on each sectoral case to contextualize the comic strips and present some 
of the crisis situations and/or facts we used as an inspiration when build-
ing the scenarios. Tese background briefngs were collected into a fle, 
which can be accessed on the ForAc project website.69 Teir key points 
are also summarized below, at the beginning of each section. Tese case 
descriptions are followed by the comic strips, after which we will discuss 
the policy suggestions given by the panellists. 

2.1. ACQUISITIONS OF TECHNOLOGY COMPANIES: MOBILE GAME 
COMPANY GATHERING PERSONAL DATA 

Foreign company acquisitions constitute a form of FDI that contributes 
signifcantly to the economic growth of many small states. For individual 
companies, these investments provide capital to develop and expand their 
core business and possibly a chance to enter new markets. Sometimes an 
acquisition is also the ultimate goal of establishing a company – or the 
only option to overcome fnancial problems. However, acquisitions also 
transfer technologies, data, products and services to foreign ownership. 
For this reason, buyouts of companies producing vital supplies and critical 
technology with dual-use potential have become riskifed and increas-
ingly regulated in the context of the Covid-19 pandemic and strategic 
decoupling.70 Yet it is not obvious which technologies and products fall 
within these categories, and especially US authorities are now monitoring 
and blocking a growing variety of acquisitions, including investments 
in companies producing entertainment mobile applications that gather 

68 Kratz et al. 2023. 

69 ForAc report background page. Available at: https://sites.utu.f/forac/f/raportti/ 

70 Mattlin and Rajavuori 2023. 

https://sites.utu.fi/forac/fi/raportti
https://decoupling.70
https://website.69
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personal data.71 Given the seemingly low-risk nature of such deals, these 
decisions have attracted global curiosity.72 

In Finland, acquisitions of mobile game companies can be associated 
with risks similar to those of the entertainment deals blocked in the US. 
Many gaming applications – especially those with augmented reality (AR) 
features – gather geo-location data and use players’ photos. Despite the 
rising awareness of smart device related cybersecurity risks,73 such games 
as Pokemon Go are highly popular in diferent age groups,74 including the 
reservist-aged population. For example, 71% of Pokemon Go players in 
the US were between 18 and 50 years old in 2016.75 Although the Finnish 
Defence Forces have clear rules for the use of applications with potential 
impacts on operational security, violations occasionally take place.76 

Since the mid-2010s, shares of at least nine Finland-domiciled mo-
bile game companies have been acquired by Chinese enterprises.77 Te 
most noteworthy deal took place in 2016 when Supercell was sold to the 
technology giant Tencent,78 which has, since then, also invested in other 
Finnish companies in the industry. Most – if not all – of these frms have 
continued their operations in Finland and, notably, their public image has 
not clearly changed. Since the amended Act on the Screening of Foreign 
Corporate Acquisitions (172/2012) focuses on screening non-EU/EFTA 
acquisitions with clear relevance for national security and supply secu-
rity,79 these investments have not been within the scope of systematic 
monitoring. 

71 In 2019, the CFIUS cancelled the sale of the dating app Grindr – the “Tinder of the LGBT community” – to 
Beijing Kunlun Tech. Te concern was, among other things, the potential leakage of the location, health and 
personal data of US government ofcials or members of the military reserve to China (O’Donnell, Baker and 
Wang 2019; Yang and Fontanella-Kahn 2020). 

72 See, e.g., Sanger 2019; Birtles 2019; Wang and Shepardson 2023. 

73 E.g., Trafcom 2021. 

74 While player statistics for Finland are not available, in Sweden alone 62,500 people used iPhone daily to play 
Pokemon Go in February 2022 (Statista 2022). 

75 Statista 2016. 

76 E.g., Bjurström 2019. 

77 Business Finland 2023. Te database is not comprehensive and only includes active FDI stocks.  

78 Te company had been owned by a Japanese frm since 2013. 

79 Ministry of Economic Afairs and Employment 2020. 

https://enterprises.77
https://place.76
https://curiosity.72
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Te scenario sparked a large number of responses and a lively discussion 
between the panellists. While virtually all experts considered the scenario 
probable, maintaining that data security issues constitute an indisputable 
risk, several panellists considered it unlikely that Chinese ownership of 
technology companies in particular would result in national-securi-
ty-threatening misuses of Finnish data – at least to any greater extent 
than those associated with technology giants like Meta that can either 
sell the data or become hacked. Some experts also underlined that the 
risks of the scenario are in fact materializing right now, and they may be 
less likely to unfold in 2027 due to the likely legislative changes and raised 
awareness – or, as one expert proposed, AI may have altered their nature. 
In proposing actual preventive means, the panellists typically focused on 
either the data protection issue or the risks of foreign – or Chinese – own-
ership, and far more comments fell in the former category. Tose focusing 
on foreign ownership typically viewed carrots better than sticks. Limiting 
the freedoms of Finnish entrepreneurs was not considered desirable. 

Expert suggestions 

Legislative and regulatory changes 
Multiple panellists proposed making legislative and regulatory changes 
both within the EU and on a national level. For one, multiple experts 
argued for developing the scope and implementation of the EU’s General 
Data Protection Regulation (GDPR). For example, greater restrictions 
were proposed to be set for the amount and types of gathered data and for 
transferring sensitive data outside the EU. Some panellists also stressed 
the need to require companies to provide clear and structured disclo-
sures of the information they have gathered within the EU. It was also 
pointed out that users’ rights to have their personal data erased could be 
expanded, and their permission for data collection could be asked on a 
more frequent basis. Moreover, one panellist envisioned obligating com-
panies to prevent data misuse, including potential spying activities, with 
penalties for non-compliance. Intriguingly, one panellist also proposed 
demanding that high-risk applications used within the EU would also 
need to be located on an EU server. 

Four panellists argued for enhancing broader international collabo-
ration in the development of data protection regulations and their im-
plementation. As one of them pointed out, the European GDPR should be 
replaced with a global one. However, another panellist proposed setting a 
more moderate goal by seeking to draft a regulation between the EU and 
G7. One panellist also underlined that such developments should not focus 
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on building walls between the West and China; instead, China should be 
kept actively informed about these changes. 

Although the panellists were generally pessimistic about the potential 
of national screening eforts to mitigate the risks depicted in the sce-
nario, a few experts argued for widening the scope of Finland’s invest-
ment screening mechanism to cover such service providers as gaming 
companies – especially when their technological solutions have national 
security implications. Some panellists also underlined the need to keep 
up with technological development in defning the screened industries. 
Notably, one panellist argued for completely prohibiting foreign acqui-
sitions of companies that gather and process large amounts of personal 
data. According to her/him, this may be the only efective way to over-
come the lure of “becoming rich” by selling one’s company to a risky 
investor. Moreover, an individual expert emphasized the need to vest 
counterintelligence ofcials with the necessary powers to oversee the 
use of high-risk applications. 

Regulatory eforts were also proposed to make it more difcult to 
monitor critical infrastructure and use high-risk applications in certain 
places. For example, many experts suggested obliging companies to ofer 
the option of disabling location sharing (i.e., geofencing) when necessary. 
In a similar vein, companies should make it possible to block their games 
from devices – something that parents should be able to do with all enter-
tainment applications. Moreover, some panellists considered it necessary 
to ban smart devices and company phones from places like classrooms 
and military facilities. Initiating such changes would be made easier if, as 
one panellist proposed, Finland had a regulatory body that assessed new 
emerging technologies for their opportunities and risks. 

Intriguingly, tighter regulation was also seen as a possible path to 
improve Finland’s competitiveness: having a tighter than usual national 
regulatory framework could help to boost the domestic data protection 
industry. For example, one sectoral expert proposed creating a regulation 
that would obligate companies to fulfl certain software safety require-
ments to gain access to the Finnish market. Tat could, in turn, help 
Finnish companies to become trailblazers of data security. However, many 
others rejected extensive state regulation of the digital economy due to 
the potential discouraging efect it might have on entrepreneurship. 

Awareness raising and strategy work 
Several panellists emphasized the importance of enhancing public risk 
awareness concerning data collection, data usage and foreign acquisi-
tions of technology companies. It was argued that both individuals and 
companies should be targeted, albeit in diferent ways. Pupils could be 
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reached by including “technology literacy” in the national curriculum and 
putting a heavy emphasis on raising their awareness of data footprints, as 
one panellist proposed in the guise of a joke: “in 2027, classrooms should 
have posters with meme dogs saying ‘Int3rnet never 4gets’”. Te general 
population could be educated about “safe” applications and familiarized 
with MyData thinking, as one expert pinpointed. Sectoral experts, de-
cision makers and companies, in turn, were proposed to be targeted by 
informing them about the risks of foreign acquisitions and enhancing their 
general level of technological understanding: without knowledge of the 
basic use of an application, it is difcult to absorb its potential dangers. In 
a similar vein, it was considered important that people are aware of what 
critical infrastructure is – and could potentially be. 

Some of the more concrete awareness-raising eforts included national 
defence courses in which experts could learn and discuss potential sec-
toral risks. Te issuance of certifcates to companies that are deemed data 
secure was also viewed as a way to educate people about the importance 
of data security. 

One panellist also underlined the need to formulate a technology strat-
egy that would map the fast-developing technological playing feld and 
outline critical and emerging technologies – along with their potential 
applications. Such a document would guide the national eforts to tackle 
the short- and long-term risks emerging from foreign uses of Finnish 
technologies and data. 

Incentivizing the supply of low-risk applications 
Te panellists also argued for supporting the production of applications 
controlled by service providers associated with fewer risks. Since some 
experts generally considered Finnish companies’ data security to be on a 
high level, it was proposed that carrots should be developed for domestic 
companies to stay in Finland – not only operationally but also in terms 
of their ownership. Here it was considered crucial to ensure the availa-
bility and sufciency of domestic capital, but one panellist also argued 
for drafting a new innovation policy that would provide further support 
to Finnish technology companies. Data security would be at the core of 
this policy, which in practice would mean that such considerations would 
guide funding decisions and regulatory eforts. For example, as one expert 
argued, Finnish companies could focus on developing non-data collect-
ing devices or solutions that deidentify data with innovative solutions: 

“What if the environment monitored by the smartphone (photos, contacts, 
location etc.) was frst detected in a distorted form and therefore forced 
the user to take action to decode it?” 
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Some panellists also argued that application stores are part of the data 
protection problem: most entertainment applications can only be down-
loaded from two platforms, which also gather user data. To overcome this 
issue, the panellists proposed adopting technology neutrality – freedom 
of choice in technology – as the guiding light of application development. 
In that way, users could choose to download their applications from more 
secure alternatives, including ones not dominated by global technology 
giants or Chinese companies. Tis change would also ensure a level playing 
feld for innovation and competition. 

2.2. TRANSFERS OF REAL ESTATE OWNERSHIP: ARCTIC TOURISM 
AND SPORTS FACILITIES 

Foreign ownership of real estate is a common phenomenon in an era of 
global economy. For potential investors, the ability to control the land 
and waters in which one operates adds to the market’s attractiveness by 
mitigating investor risks. Yet the host country may be faced with secu-
rity implications if the actual use of the acquired property contradicts 
its national interests and core values. Recently, the debate on such risks 
has focused on illegal intelligence and (refugee) espionage, location data 
gathering, sabotage planning, and the training and accommodation of 
troops.80 Critical infrastructure has been at the heart of this discussion, 
but increasing attention is also paid to recreational facilities.81 

In Finland, most non-EU/EEA real estate transfers have been made 
by Russians, whose purchases accounted for one third of the total in 
2020–2021. Chinese acquisitions, in turn, amounted to only 6.5% of all 
non-EU/EEA deals during the same period.82 Possibly the most notable 
Chinese transfer took place in 2017, when China Investment Corporation 
acquired the American-owned Logicor and its million square metres of 
warehouse space near Finnish transportation hubs.83 However, Chinese 
investors have also expressed interest in high-end resorts, airports and 
science centres in the Arctic parts of Finland. Tese eforts have so far 
been largely unsuccessful, and only one hotel project has been realized 
in Rovaniemi. Nevertheless, the future prospects for Arctic real estate ac-
quisitions remain open due to local decision makers’ favourable stance on 
overseas investments and Chinese enthusiasm for Arctic travels. Moreover, 

80 Interview with a Finnish state ofcial, Helsinki, 23 March 2022. 

81 Uggla 2022; Yle News 2018. 

82 Ministry of Defence of Finland 2022. 

83 See, e.g., Herrala 2017. 

https://period.82
https://facilities.81
https://troops.80
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winter sports collaboration is a priority sector for Team Finland in Chi-
na,84 not least since the Chinese government anticipates that 50 million 
Chinese will practise winter sports by 2030.85 Although trends do not 
automatically lead to investments, in 2015 Wanda Sports acquired the 
world’s most renowned triathlon concept and brand Ironman to make 
the sport more popular in China.86 

According to Finland’s Act on Transfers of Real Estate Requiring Special 
Permission (470/2019), non-EU/EEA actors must be granted permission 
to purchase property if the transfer does not “complicate the organisa-
tion of defence, the surveillance and safeguarding of territorial integrity 
or the assurance of border control, border security or the maintenance 
of emergency stocks of critical supplies”87. However, purchases made 
by one housing share at a time and most transfers made with an EU/EEA 
spouse are exempted from screening. Moreover, based on the stipulations 
of the Act on the State’s Right of Pre-emption (469/2019), the state may 
use its right of pre-emption in transactions near strategic locations if it is 

“necessary in order to ensure national defence, border control or border 
security or monitor and safeguard territorial integrity”88. Since January 
2023 – after the panel was organized – the state has also been able to 
exercise this right to safeguard national security, and a clause has been 
added that makes it easier to expand the act’s area of application. At the 
time of running the panel in October 2022, this right had been exercised 
twice: in the southern archipelago town of Kemiönsaari in May 2022 and 
near the Rovaniemi airport in Lapland in June 2022. A third instance took 
place in Imatra near the Russian border in March 2023. 

84 Ministry of Foreign Afairs of Finland 2022. 

85 Government of the People’s Republic of China 2016; Li and Liu 2021. 

86 Ironman was resold to an American company in 2020. 

87 Laki eräiden kiinteistöhankintojen luvanvaraisuudesta (470/2019) [Act on Transfers of Real Estate Requiring 
Special Permission (470/2019)]. 

88 Laki valtion etuosto-oikeudesta eräillä alueilla (469/2019) [Act on the State's Right of Pre-emption in Certain 
Areas 469/2019]. 

https://China.86
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Given the debate on the risks of Russian real estate acquisitions, many 
panellists were familiar with the theme of the scenario, and it sparked 
various suggestions. Since the storyline purposely left open the explicit 
risks that might materialize by 2027, the panellists also speculated on the 
potential intentions of the imaginary Chinese investors. Most notably, 
one expert identifed a pattern of investments beneftting China’s space 
ambitions, whereas another emphasized intelligence gathering. 

Although the plausibility of the scenario was not questioned, its like-
lihood divided opinions. Some considered the scenario unlikely due to 
Finland’s enhanced risk awareness and sufcient legislation. Others 
emphasized the lack of Chinese strategic interest in small Arctic prop-
erties – at least during the time frame of the scenario. Multiple experts 
also downplayed the risks stemming from such foreign-owned non-crit-
ical infrastructure as sports and travel facilities. Tese viewpoints were, 
however, questioned by other panellists: Finland’s NATO membership 
was seen as likely to motivate Chinese and Russian intelligence activities, 
the Finnish legislation was considered too liberal, and China’s potential 
preparations for future military actions were considered possible in 2027. 
Moreover, the High North was viewed as a likely scene for increasing 
Chinese interest due to the region’s strategic location, resources and the 
country’s past eforts to acquire distant Arctic properties with dual-use 
potential. Te risks related to non-critical and non-strategically located 
properties and infrastructure, in turn, were underlined by referring to 
the case of Airiston Helmi, a Russian-acquired Finnish resort in the me-
dia associated with possible plans for dual-use activities.89 One sectoral 
expert also highlighted the potential problems that malicious owners can 
cause by not paying the maintenance charges or electricity bills during 
the cold winter months. 

Expert suggestions 

Awareness raising and social debate 
Multiple panellists underlined the need to initiate a whole-of-society 
debate on broader geopolitical and China-related risks. As stressed by one 
panellist, the highest political leadership should “lead the way” by taking 
a clear stance on the long-term risks of collaborating with authoritarian 
states. Moreover, as noted by several experts, emphasis should be put 
on raising the risk awareness of municipal-level decision makers: they 
sell municipality-owned plots and plan land use – and may hence also 
be subject to political infuence. Two experts also proposed that social 

89 See, e.g., Yle News 2018. 

https://activities.89
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debate should aim at initiating an attitude change: not everything needs 
to be on sale, and foreign capital is not always needed. Te importance 
of engaging the Sámi Parliament and reindeer owners’ associations was 
also underlined: this would provide the Indigenous Sámi population with 
a chance to give – or not give – their UN-recognized “free, prior and 
informed consent” (FPIC) to foreign forms of ownership. 

Multiple experts also argued for the importance of defning “critical 
infrastructure”. One panellist explicitly highlighted the need to take into 
account technology-related considerations, whereas another proposed 
drawing inspiration from Switzerland’s way of defning, weighting and 
priority listing diferent types of infrastructure.90 

Legislative and regulatory changes 
First, the panellists proposed developing the current screening practice 
and rules – but not the scope of controls. For one, screening could focus 
more on identifying the cumulative efects and spatio-temporal patterns 
of investments, which could be supported by compiling a comprehensive 
database on foreign-owned properties. Moreover, as underlined by one 
panellist, long-term risks should also be emphasized in the screening 
process. Overall, it was suggested that the authorities should be vested 
with wider powers to conduct these clearances, and that acquirers could 
be obliged to report the benefcial owner at the risk of heavy penalties. 
Tis could possibly be done by implementing a reverse burden of proof, 
whereby the acquirer should demonstrate that the ownership structure 
and funding are “acceptable”. Noteworthily, some steps in these direc-
tions were already taken in the 2023 amendments: the screening au-
thorities were given wider access to other state institutions’ information. 
Moreover, while it was not made a systematic practice, it is now possible 
for them to demand that acquirers report the origins of the funding for 
the properties.91 

Second, multiple experts proposed expanding the scope of screening 
and the state’s right of pre-emption. Screening could cover transfers 
made by (non-Finnish) EU and EEA citizens and their foreign spouses. In 
this way, the transfers made by golden passport holders, EU dummies and 
parties of sham marriages could be brought under scrutiny. Moreover, a 
few panellists suggested bringing one-by-one purchases of fats within 
the scope of screening. As for the state’s right of pre-emption, it was 
proposed that the area of application should be expanded and the state’s 
authority to intervene on national security grounds made easier – such 

90 See Federal Ofce for Civil Protection 2017; Federal Ofce for National Economic Supply 2023. 

91 Laki eräiden kiinteistönhankintojen luvanvaraisuudesta annetun lain muuttamisesta (1098/2022) [Law 
amending the Act on Transfers of Real Estate Requiring Special Permission (1098/2022)]. 

https://properties.91
https://infrastructure.90
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changes were also implemented in the 2023 amendments.92 On a related 
note, the panellists also underlined the need to grant the state broader 
rights of inspection after purchases. 

However, a few sober-minded experts underlined that more extensive 
screening is not a panacea. Even if virtually all acquisitions were screened, 
only those that evidently complicate the organization of Finland’s national 
defence or supply security could be blocked. As one panellist aptly put it: 

Not all responsibility can be shifted solely onto restrictions 

imposed by authorities. Having suspicions or an unpleasant 

feeling about certain acquisitions is not enough to block 

transfers or take over properties. Instead, there must be 

something tangible. In Finland, all decisions can be appealed, 

and the courts must be convinced by the authorities’ 

justifcations. Mere citizenship is currently not enough to 

prevent acquisitions. Although the current general atmosphere 

demands “blood in the arena”, this is not delivered based 

on public uproar, and that is why Finland difers from 

authoritarian states. 

Tird, multiple panellists proposed forbidding some foreign real estate 
transfers. Te scope of the suggested limitations varied, however: some 
panellists referred to an unspecifed group of “foreigners”, whereas oth-
ers either underlined “non-EU/EEA nationals”, “some countries” or the 

“Chinese”. Te related suggestions included limiting the share of foreign 
ownership to either below 50% or to 50/50 joint ownership schemes with 
Finnish/EU actors. Intriguingly, one panellist also proposed adhering to 
the principle of reciprocity: foreigners should only be sold real estate if 
their respective countries allow Finns to buy real estate.93 One option 
would also be to apply nationality-based limitations only on real estate 
with strategic value, as proposed by an individual expert. Moreover, two 
panellists also suggested lowering the barrier for expropriating real estate. 
Here inspiration could be drawn from municipal expropriations. 

Fourth, the experts also argued for making complementary legislative 
changes. One panellist underlined that Finland should have a separate 
act that would make it possible to refer to national security in certain 
situations. In that way, Finland would not only rely on a set of individ-
ual laws whose stipulations do not enable intervention without complex 
tailor-made solutions. Moreover, it was proposed that Finland’s dual 

92 Laki valtion etuosto-oikeudesta eräillä alueilla annetun lain muuttamisesta (1099/2022) [Law amending the 
Act on the State’s Right of Pre-emption in Certain Areas (1099/2022)]. 

93 Currently, neither China nor Russia allow the transfer of real estate to foreigners. 

https://estate.93
https://amendments.92
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citizenship and some EU countries’ golden passport schemes should be 
abolished, or that the former should only apply to EU and NATO member 
countries. Te potentially signifcant risks stemming from foreign owners’ 
intentional payment defaults could be tackled by legal tools that enable 
the transfer of liability, takeovers and redemption. Foreign owners could 
also be asked to deposit securities. 

Te panellists also mentioned other complementary legislative changes 
that were seen to reduce foreigners’ ability and willingness to acquire 
properties in Northern Finland. One expert proposed reassessing mining 
taxation, owners’ royalties, entrepreneurs’ obligations, the requirements 
for evaluating the impact of land use on forests and biotopes, and the 
ownership regulations concerning state actors. Moreover, it was under-
lined that Finland should ratify the Indigenous and Tribal Peoples Con-
vention – ILO Convention 169 – since it would grant the Sámi extended 
rights over land use in Lapland. 

Promoting other types of investments 
Several panellists underlined the need to balance the efects of potential 
ownership limitations with other types of investments. Te most common 
suggestion was to ofer foreign investors long-term leases. Moreover, 
the panellists referred to “better carrots” to incentivize domestic and 
EU investments. For example, tax breaks could make it more feasible to 
invest in Finnish companies. Finally, systematic marketing eforts could 
be targeted at Western countries to attract investments in Finland. 

2.3. VENTURE CAPITAL INVESTMENTS IN START-UP COMPANIES: 
QUANTUM COMPUTING 

Venture capital investments contribute signifcantly to the growth poten-
tial of promising companies by bringing in not only additional fnancing 
but also investors’ expertise and networks. Generally, they constitute 
a form of foreign ownership that is associated with fewer risks to host 
countries than FDI and real estate acquisitions. Yet VC investors often 
have broad informational rights, and they gain at least indirect access to 
emerging technologies, innovations and data – an aspect that has clear 
security implications.94 Moreover, many VC investors demand the right to 
a seat on the company’s board of directors despite their potentially small 
ownership share.95 It is also possible that the networks created through VC 

94 de la Bruyère and Picarsic 2022. 

95 Bochner and Simmermann 2016. 

https://share.95
https://implications.94
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investments are used to attract talent to larger companies – especially in 
such technology felds as quantum computing, which are characterized by 
intense competition between great powers, small research communities 
and a global shortage of talent.96 

Te importance of quantum computers has been compared to that 
of the internet. Teir computing power exceeds the capacity of current 
supercomputers, which enables them to model very complex phenomena. 
Notably, most contemporary encryption software could potentially be 
decrypted with quantum technology, which would have wide-ranging 
implications for the banking sector and national security.97 Post-quan-
tum encryption software is already being developed, and in the future, 
quantum computing power could be utilized to develop new encryption 
software. In other words, the forthcoming quantum era might not com-
pletely disrupt encryption, but it is reasonable to estimate that it would 
have destabilizing efects. Tese developments also explain the current 
competition for quantum supremacy – a race in which China leads in 
quantum encryption,98 while the US has the computers containing the 
largest amount of cubits.99 Te quantum research community is worried 
that this rivalry may limit scientifc openness, which in turn may slow 
down scientifc development. 

Te Finnish quantum cluster is signifcant in the European context. 
In 2020, VTT Technical Research Centre of Finland and IQM, one of a few 
Finnish companies building quantum computers, acquired the country’s 
frst quantum computer. Te Finnish state also supported the project 
with EUR 20 million,100 and IQM received a VC investment from Chinese 
Tencent.101 Generally, the Finnish cluster focuses on superconducting 
qubits, which is one of the main technical solutions for building quan-
tum computers.102 Qubits are sensitive to external disturbance, which 
causes reliability issues. Computing errors are then corrected with error 
correction software. Te quality of qubits is central to well-functioning 
quantum computers, and the mere size of a computer tells little about 
its computing power. Te new Unimon qubit, developed by researchers 

96 Cf. Viljanen 2020; Cyranoski 2018. 

97 Yunakovsky et al. 2021; Covers and Doeland 2020. 

98 Smith-Goodson and Moorhead 2019; Yin, Li and Liao et al. 2020. 

99 Smith-Goodson and Moorhead 2019. 

100 Finnish Government 2020. 

101 IQM 2020. 

102 Viljanen 2020. 

https://cubits.99
https://security.97
https://talent.96
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from Aalto University, IQM and VTT in 2022, can be expected to increase 
the accuracy of quantum computations.103 

Due to its success, the Finnish quantum cluster can be anticipated to 
receive signifcant VC investments in the future. Generally, Finland-bound 
VC investments are not monitored: the ownership share such investors 
obtain remains below 10%, which is the legislative threshold for screening 
non-EU/EFTA FDI.104 Yet the pressure for legislative changes is likely to 
increase due to the above-mentioned security implications and rising 
levels of Chinese VC investments in Europe – and possibly due to the fact 
that they largely fy under national radars.105 

103 Hyyppä et al. 2022. 

104 Laki ulkomaalaisten yritysostojen seurannasta (172/2012) [Act on the Screening of Foreign Corporate 
Acquisitions (172/2012)]. 

105 Kratz et al. 2022. 
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Te scenario sparked long and detailed suggestions and evoked a lot of dis-
cussion between the panellists. Especially brain drain, the key risk of the 
scenario, was commented on actively, and most respondents considered it 
impossible to prevent completely – at least with any means that would not 
violate human rights. Some found that China’s increasingly authoritarian 
policies and practices have reduced the country’s lucrativeness in the 
eyes of Finnish experts, and, consequently, the risk for brain drain from 
Finland to China is smaller – despite China’s advancements in quantum 
computing. Te broader discussion also included defnitional elements, 
and the essence of “brain drain” was debated: does it constitute brain 
drain if a researcher leaves overseas to gain experience? Does brain drain 
occur only if they do not return to Finland within a certain time period? 
Moreover, a few participants remarked that the scenario was not that 
futuristic but rather described current realities. Based on the voluntary 
question asked after the main panel questions, nobody found the scenario 
unlikely, but a few experts contested the link between VC investments 
and brain drain. Others, in turn, argued that talent is attracted with any 
method, including investment activities. 

Expert suggestions 

Enhancing the competitiveness of research and business 
environments 
Several panellists suggested enhancing the competitiveness of Finnish 
research and business environments as a key method to prevent excessive 
brain drain from the country – either through investment arrangements 
or in general. For one, the funding prospects of Finnish companies and 
researchers should be improved by developing domestic and EU-level 
funding mechanisms and practices, especially in critical sectors. Further 
EU-level cooperation would also be needed in identifying emerging tech-
nology felds and fnding funding for companies in these areas. 

Although some respondents emphasized that Finland probably cannot 
ever compete with salaries, others underlined that higher pay could per-
suade Finnish experts working abroad to return to the country. However, 
as many experts highlighted, Finland’s assets include a high standard of 
living, welfare state services, a clean environment and a healthy work-life 
balance, which are not always found elsewhere. Consequently, taking care 
of these broader characteristics would maintain Finland’s competitiveness 
in the eyes of key experts. 

Panellists also emphasized that international collaboration can improve 
the Finnish research environment by providing new opportunities for 
researchers. Especially closer technology cooperation with democratic 
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countries – and the US in particular – would be valuable. Here it was 
underlined that Finland already has a partnership with the US in Quan-
tum Information Science and Technology (QIST), and its scope could be 
broadened. 

Educational policies and practices also play a key role in enhancing 
Finland’s competitiveness and securing a sufcient pool of talent. Quan-
tum technology related subjects should be designated as focus areas in 
higher education. Especially the intake of students in quantum physics 
should be increased in universities. Te Academy of Finland could start 
promoting researchers’ return to Finland after overseas research stays. It 
would also be possible to develop mechanisms that make it more difcult 
for researchers to move to certain authoritarian countries – and even 
penalize actors that choose to work for/with Chinese companies that are 
deemed unsuitable. 

Organizational practices 
Organizations can do a lot to prevent espionage and loss of key talent. 
While the problem of limited domestic funding was widely recognized, 
it was also pointed out that by being aware of geopolitical tensions, com-
panies can make informed decisions on partnerships and investments. In 
particular, there would be room for sharing information on the possible 
downsides of accepting Chinese investments and reporting infuencing 
attempts from any country. Intriguingly, one panellist even suggested for 
organizations to engage in “knowledge defence courses”. Tey could be 
organized in the spirit of the Finnish national defence courses, which aim 
at improving cooperation between people in diferent sectors of society 
and facilitating their networking. 

When hiring new employees, companies in strategic sectors could 
apply restrictive criteria to such aspects as citizenship to avoid espionage. 
Employment contracts could include non-compete and non-disclosure 
agreements. However, as underlined by one panellist, their efectiveness 
can be questioned: breaking such agreements is not necessarily costly 
enough to prevent breaches of contracts. 

Te ways in which work and research are structured and facilitated 
matter as well. Companies should avoid situations in which any one em-
ployee becomes irreplaceable or holds too much critical knowledge. Even 
individual teams should not become too important. While this guideline 
might be difcult to follow in practice, the gold standard for companies 
should be to “divide and rule”: when someone decides to leave, it is bet-
ter to lose only this one person rather than the whole team. Moreover, 
maintaining a good working atmosphere and paying competitive salaries 
are of crucial importance – and perhaps so too is the ability to make a 
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counter-ofer to someone who considers leaving. Punitive measures and 
restrictions divided respondents, but some panellists still suggested the 
surveillance of employees in critical sectors. 

Multiple discussants pointed out that there will always be rotten apples 
among employees – in that sense, the problems described in the scenario 
cannot be completely avoided. Yet, by highlighting shared democratic 
values, it is possible to prevent the spread of selfsh behaviour. 

Legislative and regulatory changes 
Multiple panellists proposed making changes to Finland’s investment 
screening mechanism. Although one panellist proposed blocking in-
vestments from companies that operate from authoritarian states, others 
mainly proposed widening the scope of monitoring. For one, the threshold 
for screening could be lowered since initial funding rounds in emerging 
technology start-ups often fy under the radar. More industries could also 
be screened; currently, investments in such felds as space technologies 
are monitored better than others. In addition, greenfeld investments 
should be brought under scrutiny because they can compromise na-
tional security interests. Altogether, these changes would also facilitate 
better tracking of and information gathering on Chinese investments by 
expanding the pool of studied cases. 

As technologies develop rapidly, laws should be reviewed frequently 
to ensure legislation does not become outdated. One expert emphasized 
that the current screening mechanism already covers a lot, possibly even 
a situation in which a VC investor gets a seat on the board of directors, but 
even then, technological development creates challenges for legislators: 

Foreign investment screening should be more extensive if we 

want to prevent problematic foreign infuence over security-

critical companies. Getting a board membership with a 2.5% 

investment indicates that the investor from Hong Kong uses 

disproportionate infuence in this quantum technology company. 

Te Act on the Screening of Foreign Corporate Acquisitions also 

acknowledges situations in which foreign investors exert an 

infuence that is larger than their ownership share. Nevertheless, 

the most signifcant problem at the moment is that emerging 

technologies are not screened efciently in Finland, although 

such monitoring is more developed in some other countries. 
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2.4. DISCUSSION 

Te three scenarios of this chapter sparked somewhat diferent answers 
from the participating experts. While most, but not all, comments con-
cerning the game company and quantum computing scenarios underlined 
the importance of protecting the rights and freedoms of entrepreneurs to 
sell their companies and accept any job ofers, the suggestions put forward 
in the real estate acquisition case called for enhancing the authorities’ 
powers to protect the Finnish soil from the potentially malicious activities 
of foreign actors. Tis division is unsurprising, given that the freedoms 
of individuals constitute the core of liberal democracies’ foundational 
values, and territorial integrity is at the heart of Western conceptions of 
national security. Moreover, the immediate nature of the “Russia threat” 
most likely infuenced the panellists’ views on real estate acquisitions. 

Overall, a key dilemma that connects all the scenarios is to fnd a bal-
ance between tightening legislation to mitigate the security risks of in-
vestments and maintaining a healthy economic development boosted by 
foreign fows. In all three cases, it became obvious that although more 
rules and regulations may be needed, and they can sometimes provide 
instant benefts, regulatory tightening also has both economic and moral 
consequences. From an economic perspective, restrictions would have 
a negative impact on the investment climate, and they could potentially 
reduce the number of foreign investments.106 Morally, if restrictions are 
taken too far, Finland’s identity as an open economy will be at risk. If 
Finland, for example, developed its legislation reciprocally to correspond 
to that of China and Russia and forbade these nationals from acquiring 
real estate, what consequences would this have for Finland’s open and 
democratic system? Such changes could start a slippery slope of further 
country/citizenship-based restrictions. More broadly, if democracies 
start to imitate authoritarian countries in their legislative reforms, how 
well-grounded will their criticism of authoritarianism be? 

In sum, balancing between national security and an open democratic 
system is a great challenge as openness always comes with some vulner-
abilities. Perhaps the key is to fnd the most essential targets of devel-
opment – such as removing exceptions from the real estate legislation, 
lowering the threshold for screening and bringing greenfeld invest-
ments within its scope – and advance with them while continuing the 
whole-of-society debate for any further changes. 

106 See also Kauppila and Cappelin 2023. 
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Mitigating security risks of foreign ownership: Key takeaways 

Legislative and regulatory changes 

Developing national FDI controls 

• Screening a broader scope of industries, including the game industry 

• Screening greenfeld and venture capital investments 

• Prohibiting acquisitions of companies gathering and 

processing large amounts of personal data 

Developing national real estate transfer controls 

• Screening transfers of eu/eta citizens and their foreign spouses 

• Screening one-by-one purchases of fats 

• Screening cumulative efects and spatio-temporal patterns of investments 

• Prohibiting transfers of all foreigners, non-eu/eta nationals or 

the Chinese (especially if the target has strategic value) 

• Limiting investments to below 50% or to 50/50 joint schemes with Finnish/eu actors 

Developing the EU’s General Data Protection Regulation (GDPR) 

• Obligating companies to 

- ask permission for data collection more frequently 

- prevent data misuse 

- locate high-risk applications on an eu server 

Vesting authorities with wider powers to oversee foreign ownership 

Awareness raising, strategy work and social debate 

Enhancing public risk awareness 

• Initiating 

- MyData thinking in the society 

- “knowledge defence courses” with a technology focus 

- eforts to educate municipal-level decision makers on geopolitical risks 

Mapping critical infrastructure and technologies 

• Formulating a technology strategy 

• Drawing inspiration from Switzerland’s model on categorising infrastructure 

Incentivizing low-risk alternatives 

Guiding investments in Finnish companies that develop non-data 

collecting devices and solutions deidentifying data 

Incentivising long-term leases of real estate 

Enhancing the competitiveness of research and business environments 

Maintaining Finland’s special characteristics (e.g., welfare state services) 

Broadening technology cooperation with democratic countries 

Designating emerging technologies as focus areas in higher education 

Organizational practices 

Sharing information on the downsides of Chinese investments 

Reporting infuencing attempts 

Applying restrictive criteria to citizenship in strategic sector companies 

Including non-compete and non-disclosure agreements in contracts 

Surveillance of employees in critical sectors 
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3. SUPPLY DISRUPTIONS 2030 

Elina Sinkkonen, Liisa Kauppila and Ines Söderström 

Te underlying assumptions that used to prevail on trade and interde-
pendence are fundamentally changing. For a long time, globalization 
and technological development supported a trend towards optimized 
demand-driven supply chains, with lower inventories and just-in-time 
deliveries.107 A business-driven logic seeking lower costs and economic 
efciencies trumped national concerns related to domestic production 
and security. While such a logistics system enables economic and less 
wasteful manufacturing, the scarcity of inventories can turn out to be 
problematic in times of supply disruptions. In recent years, the world 
has experienced three major shocks that have greatly infuenced the 
way supply chain resilience and economic interdependence are viewed 
globally: First, the Sino-US trade war during the Trump administration 
raised tarifs on Chinese exports. Next, the Covid-19 pandemic halted 
production and logistics. Finally, the Russian war of aggression against 
Ukraine manifested the geopolitical risks of dependence on an autocracy. 

Tere are also more deep-seated trends beyond the headline events. 
Increasing great power rivalry and rising protectionism have brought back 
strong state actors in the economic sphere, and Western countries have 
altered their industrial policies. Te US has introduced policies to build up 
US-based manufacturing capacity to avoid supply security risks,108 and 
the European Commission frequently talks about increasing self-reliance 
in critical raw materials, medicines and alike.109 

In a world characterized by great power competition and increasingly 
complex and vulnerable supply chains, the anticipation of supply security 
crises has also become difcult. Preparing for supply disruptions requires 

107 Christopher and Ryals 2014. 

108 Te White House 2021. 

109 European Commission 2023a; Miglierini 2023. 
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funds for stocks and their supervision, which in Finland are organized 
through the National Emergency Supply Agency (NESA). Stockpiling, 
however, is not a sufcient strategy as complex risks create the need to 
adopt a whole-of-society approach to crisis preparedness. Moreover, 
there are limits to the amount and types of goods that can and should be 
stored in the national preparedness stock, and there are critical goods 
which are not part of the current stockpiles. As a society, Finland needs 
to have a continuous discussion about the nature of its current and future 
supply security risks and efcient ways to mitigate them. In the future, 
risks are likely to materialize in sectors that are not currently listed as the 
National Emergency Supply Agency’s core themes. 

Te three cases selected for the scenario exercises on the broader theme 
of supply disruptions vary in terms of likelihood and scope. Tey present 
imaginary future situations in which the Finnish government’s ability to 
guarantee sufcient critical supplies and services might be compromised. 
With heightened political tensions, the challenges or threats are not lim-
ited to China-related potential harms and dangers but extend to issues 
emerging from third countries’ bilateral relations with China, possibly 
placing a country like Finland in a difcult position. 

Te mid-term target year 2030 was chosen because all the cases in-
volve characteristics that need some time to mature before they can pose 
serious problems to Finnish society, even though the frst scenario, which 
deals with the risks of antibiotics dependency, could materialize in the 
Finnish healthcare sector on a smaller scale already today. Over a longer 
timeframe, antibiotic resistance is likely to worsen, which highlights 
the importance of drugs such as our example antimicrobial vancomycin 
that can be used against resistant bacteria. In the second case, we look 
at the energy transition and wind power in particular. As Finland aims 
at becoming carbon neutral by 2035, large-scale green energy projects 
must be operational by then. Since wind power plays a key role in Fin-
land’s national strategy for reaching this aim, a number of new wind 
farms must be under construction by 2030. In our third scenario, we 
focus on potential dangers that threaten water management processes, 
which are crucial for the functioning of municipal water supply systems 
and basic industrial manufacturing processes. By focusing on membrane 
technology, we selected a concrete example that is already now a domain 
of great power rivalry – and whose application in the Finnish context is 
likely to increase over time. 

Te Delphi panellists were given a one- to two-page-long briefng in 
Finnish on each sectoral case to contextualize the comic strips and present 
some of the crisis situations and/or facts we used as an inspiration when 
building the scenarios. Tese background briefngs were collected into 
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a fle, which can be accessed on the ForAc project’s website.110 Teir key 
points are also summarized at the beginning of each section. Tese case 
descriptions are followed by the comic strips, after which we discuss the 
policy suggestions given by the panellists. 

3.1. DISCRIMINATORY PRACTICES LIMITING ACCESS TO 
PHARMACEUTICALS: ANTIBIOTICS 

Modern medicine relies on antibiotics. Around a third of patients in Finn-
ish hospitals take antibiotics in conjunction with medical operations, the 
most extensive of which could not be performed at all without intravenous 
antibiotics because the risk of infections would be too high.111 Te supply 
chains of antibiotics sufer from weakening resilience: the production of 
antibiotics is not very proftable as it relies on old patents. Te economic 
incentives to develop new products are few because antibiotic resistance 
limits the distribution of new drugs. Due to the above, many companies 
have left the whole industry, and production is heavily concentrated on 
the China-India axis.112 As an example of the weakening supply chain re-
silience, an explosion in a single Chinese factory that produces the active 
pharmaceutical ingredient (API) of piperacillin-tazobactam led to global 
delivery problems in 2017.113 

According to estimates, more people will die due to antibiotic re-
sistance than cancer in 2050.114 While many antibiotic products can be 
replaced, there are medicines such as vancomycin that are hard to replace 
because they are wide-spectrum medicines that can be used for hospi-
tal-acquired infections. 

A European Commission-funded study from 2021 reports that med-
icine shortages have become more frequent in recent years.115 Finland 
stocks antibiotics (mandatory reserve supplies) to cover average demand 
for ten months, which is partly why no serious shortages have yet oc-
curred. Tere have been talks about stockpiling antibiotics and other 
medicines on the EU level, but no union-wide system is in place at the 
moment.116 

110 ForAc report background page. Available at: https://sites.utu.f/forac/f/raportti/ 

111 Review on Antimicrobial Resistance 2014. 

112 European Commission 2021. 

113 Access to Medicine Foundation 2019; Davis 2017. 

114 Review on Antimicrobial Resistance 2014. 

115 European Commission 2021; European Commission 2020a, 5; European Commission 2020b, 11, 30. 

116 Miglierini 2023. 

https://sites.utu.fi/forac/fi/raportti
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top story today: Finnish hospitals are struggling 
with critically low reserves of the vancomycin antibiotic, 

which is commonly used to treat illnesses 
such as pneumonia and blood poisoning. 

In recent years, vancomycin has become more important due to the 
spread of antibiotic-resistant strains of bacteria. The Chinese-Indian 

supply chain for vancomycin was disrupted in last July 
following an explosion in a Chinese factory. 

Since December, Finnish hospitals have been supplied 
from the National Emergency Supply Agency's reserves. 

If the availability of antibiotics does not improve, 
commonly curable diseases will soon threaten human lives. 

There is also a risk of considerable decrease in surgical 
operations as the vancornycin shortage has also increased 

the demand for antibiotics used in surgeries, 
contributing to their supply disruptions as well. 

Next up, we have The Daily Debate, 
in which our commentators tackle the situation. 
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Te case of EU-wide dependency on China and India in the production of 
antibiotics has been covered in the media and is widely known.117 Con-
sequently, this topic evoked numerous concrete suggestions, indicating 
that our panellists found the topic easy to comment on. Tey were rather 
unanimous in their views in terms of suggested solutions. Only the issue 
of tightening the compulsory stockpiling requirements as a solution to 
supply chain problems evoked a few difering viewpoints. Tere were 
fewer responses to other panellists’ comments than in the other topics. 
According to the voluntary question asked after the main panel questions, 
nobody found the scenario unlikely. 

On a broader level, the panellists noted that China creates problems 
due to its size and overall importance, not (only) due to malicious activ-
ities. For example, one panellist argued that “few would claim that China 
intentionally started the coronavirus pandemic, but by under-investing 
domestically, it indirectly contributed to it.” Another linked the antibiotic 
supply chain case to the broader discussion on the EU’s strategic autono-
my and its defnition, pointing out that “strategic autonomy (also) means 
developing European education, academic knowledge and research. With 
these, we will be able to react quickly to situations such as the Covid-19 
pandemic, which created a need to develop new vaccines.” 

Expert suggestions 

Diversifcation of production and increasing self-reliance 
Te diversifcation of production in various ways was the most often men-
tioned theme among all the suggestions. Panellists recommended bringing 
(parts of) the essential medicine production to the EU countries, G7 states 
or other friendly countries (friendshoring). It was also suggested that 
partnerships should be created with countries that develop medicines. 
On the other hand, panellists recommended decoupling supply chains 
from authoritarian states and, more precisely, decreasing trade with 
China. Te suggestions on diversifcation often included comments about 
subsidies for production and/or accepting higher medication prices as part 
of the diversifcation eforts. Te need to continue mapping out critical 
production and supply dependencies was also mentioned in this context. 

One panellist pointed out that the diversifcation of antibiotic produc-
tion should not be restricted to APIs or medicines: 

In particular, EU-level supply chain resilience and production 

prices should be on sustainable levels especially when it 

117 Hiilamo 2021; Matikainen and Tolsa 2023. 
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comes to microbial medicines and cytotoxins, which require 

special production facilities, as well as IV medications. Yet 

it is not enough to produce APIs in Europe if the supply chain 

contains critical actors or material producers in countries 

outside the union. Furthermore, we should also investigate 

the dependencies related to the machinery needed in medical 

production. 

Legislative and regulatory changes 
Te legislative and regulatory suggestions covered both domestic and 
EU-level actions. On the domestic front, it was suggested that Finnish 
healthcare districts should be responsible for their own emergency stock-
piling. Multiple panellists supported the easing of the regulation of new 
medicines to improve market access. Measures such as lifting patents and 
licensing new medicines were also mentioned. 

On the international front, panellists suggested measures such as uni-
fying regulation with other countries and creating larger market areas, 
which would improve proftability and help medical companies enter the 
antibiotics markets. One suggestion was to introduce cross-licensing for 
medicines between the EU and the US. 

Improving market conditions and the existing system of emergency 
stockpiling 
Te suggestions to improve market conditions included measures such 
as providing public investment support for sectors in which competition 
is too limited to enable diversifed sources of products. Te proftability 
concerns related to public tendering processes were also mentioned many 
times. One panel member found it important to maintain a continuous 
discussion on what “critical” means in the context of medicines so that 
necessary mechanisms can be created to ensure the supply of the needed 
materials. 

Te Finnish emergency stockpiling system received praises, and many 
panellists mentioned its upkeep and improvement as priorities. It was sug-
gested that EU factories should maintain reserves of critical components. 
Tere was some disagreement on whether the stockpiling obligations 
should be increased to cover more medicines or larger quantities of the 
stockpiled products, or whether more emphasis should rather be placed 
on making it more lucrative for medicine producers to enter/stay in the 
market. Increasing producers’ responsibilities could push companies 
further away from antibiotics production. 
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3.2. SANCTIONS ON GREEN TRANSITION MATERIALS, 
COMPONENTS AND MINERALS: WIND ENERGY 

Te war in Ukraine has speeded up Europe’s green transition, which 
requires huge amounts of energy transition metals. Currently, lithium, 
nickel, cobalt, manganese and graphite are crucial to battery performance. 
Rare earth elements are needed to produce permanent magnets for wind 
turbines and motors for electric vehicles, and electricity networks need 
a huge amount of copper and aluminium. 

Ironically, the reliance on wind energy may actually increase Europe’s 
dependency on China. Of the materials needed in wind energy projects, 
only 1% is produced in the EU area. Te EU’s role is only signifcant in the 
assemblage of wind turbines, in which its global share is 58% (China’s is 
23%). Furthermore, China plays an important role in producing the rare 
earths and critical minerals (54%) needed for wind turbines, as well as in 
the supply chains of processed materials (41%) and components (56%).118 
China has invested in mining across the world, and its role in processing 
and refning is signifcant.119 Even many of the materials mined in Europe 
are processed elsewhere, which means that the dependencies on external 
actors are not restricted to raw material acquisition. 

According to the International Energy Agency (IEA), the long-term 
prospects for the supply of raw lithium are grim especially with regard 
to lithium chemicals as China produces around 60% of lithium chemi-
cals as well as 80% of lithium hydroxide.120 Lithium hydroxide is used 
in electric cars and batteries for energy storage. In stationary batteries, 
used to balance the fuctuations in wind energy production, lithium can 
be replaced with other metals such as vanadium. Ten per cent of global 
vanadium reserves reside in the Nordic countries.121 

Te European Commission has expressed worries about the EU’s de-
pendence on raw material imports. It states that the EU should diversi-
fy its sources of critical minerals and increase production in Europe to 
improve self-sufciency and avoid becoming too dependent on any one 
actor.122 After the scenario exercise was held, the Commission published 
an update to its lists of critical and strategic raw materials. It also set new 
goals for the EU to ensure secure and sustainable access to raw materials 
so that by 2030, “not more than 65% of the Union’s annual consumption 

118 European Commission 2020b, 11, 30. 

119 IEA 2022, 11–12. 

120 IEA 2022, 140–142. 

121 Eilu et al. 2021, 6. 

122 European Commission 2020a. 
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of each strategic raw material at any relevant stage of processing is from 
a single third country.”123 

In Finland, emission-free energy options are increasingly important, 
with 52% of electricity consumption in 2020 produced by renewable 
energy. In a poll conducted by the Finnish Broadcasting Company in 2019, 
multiple parties supported increasing the amount of wind power to 30% 
of total production by 2030.124 Tere are multiple projects supporting 
the EU’s aim of improving its self-sufciency of raw materials and the 
green transition more broadly. Te Finnish National Battery Strategy 
2025 was published in 2021 with the aim of creating a battery cluster that 
would support the “Finnish transition to a low carbon model of economic 
growth”.125 At the moment, Finland has two projects related to lithium 
and its refnement. 

123 European Commission 2023a. 

124 Te Finnish Broadcasting Company 2019. 

125 Finnish Ministry of Economic Afairs and Employment 2021. 
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Russia’s war of aggression against Ukraine was clearly an instance that 
contextualized the wind power scenario for many of the panellists (prob-
lems associated with dependencies on authoritarian countries were often 
mentioned), and the topic was easy for the experts to comment on. Teir 
suggestions concentrated on the diversifcation of energy sources but 
varied in content. A few respondents found the scenario unlikely. 

Respondents recommended further analysis of risks and dependen-
cies and ensuring technical know-how in important industries such as 
wind power. Te questions that addressed the recycling of green minerals 
and mining in Finland evoked difering views. Tere was also discussion 
on whether Finland or Chinese actors’ investments in Finland have any 
relevance to China. One panellist argued partly for the sake of discussion 
that Chinese investments in Finland, or in the Finnish battery cluster in 
particular, are not unequivocally a risk to Finland. Te panellist continued 
by stating that the more investments China makes in Finland, the higher 
its threshold will be to act against Finnish interests. Another panellist 
countered this logic by asking whether China really thinks this way, or 
whether we only construct such ideas based on our own thinking. After all, 
the assumptions many people had about Russia turned out to be misplaced. 
When it comes to Chinese investments abroad, does even their total value 
in all countries bear relevance to China? Te frst panellist agreed that the 
Finnish economy is so small that it does not matter to China, but at least 
currently bilateral diplomatic relations do matter, even though this might 
not be the case in the future. 

Expert suggestions 

Diversifcation of sources and increasing self-reliance 
Te diversifcation of energy sources was mentioned from various angles. 
Our respondents were in favour of the diversifcation of essential products, 
components and raw materials. Decreasing the use of energy sources de-
pendent on China was one view. On the other hand, measures to improve 
self-sufciency in the energy sector were part of the often-mentioned 
solutions. 

Te EU played a role in multiple suggestions aiming at decreasing 
dependencies in the energy supply chain. Panellists suggested that the 
manufacturing of strategic products should be moved back to the EU or 
partner states, and that a common EU-level energy supply system should 
be established. More cautious proposals wished to ensure access to miner-
als through close cooperation with the EU and allied states. Some experts 
worried about foreign ownership and proposed that the ownership of 
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energy producers should stay within the EU. Funding programmes within 
the union were also mentioned among the eforts to increase self-reliance. 

Te green technologies and the best energy palette for Finland evoked 
discussion. Tere were a few nuclear power supporters among the experts. 
Tey saw nuclear power as an efcient way of improving self-sufciency 
and wanted to increase its share because the goal of wind energy cover-
ing 30% of electricity production might be too ambitious. In addition to 
traditional nuclear power, small modular reactors (SMRs) were seen as a 
future energy solution. 

Te measures aiming at improving the supply security of critical raw 
materials divided respondents. Many experts argued that few reasons 
exist to oppose mining in Finland under the current circumstances in 
which the EU countries are heavily dependent on Chinese materials and 
refning. Tey preferred investments to enable the mining of rare earths in 
Europe instead of depending on China. One panellist phrased the dilem-
ma: “Supply security and self-reliance are in contradiction with nature 
preservation already now. Is it better to mine battery metals in Finland or 
import them from Russia or Africa? Tese issues will need to be decided 
now.” Green energy storage solutions and their investment environment 
were also discussed, and the diversifcation of sources was supported. Ex-
perts hoped for investments in the Finnish battery cluster from domestic 
or “friendly” actors. 

Te recycling of critical materials was an often-mentioned topic, and 
the need for know-how on the recycling of wind power components in 
Finland was emphasized. While some were hopeful about the potential of 
recycling, others ofered sobering comments pointing out that recycling 
can only play a role around 30 years after the building of a wind power 
station. As one expert put it: 

Dependencies on Chinese rare earths are an important point. 

Europe should invest in its own material production. Wind 

power plants can be recycled, but their operating time is 30 

years, which means that recycled material will be available 

from 2040 or 2050 onwards. Consequently, at the current 

building stage, there is a need for new materials. Building wind 

energy to cover 30 to 50% of electricity consumption requires 

power-to-heat systems and green hydrogen or hydrogen 

derivatives, including heat and hydrogen storages. Investing in 

green hydrogen at the same rate as wind energy is a challenge, 

as is the need to consume electricity fexibly. Batteries are 

needed, but if consumption fexibility functions well, the need 

for batteries will mostly concern the transportation sector 
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(electricity contracts based on exchange electricity and home/ 

building energy management systems (HEMS/BEMS)126). 

Finally, some experts were hopeful that innovations could help in the 
diversifcation eforts. Innovations in new energy storage capabilities and 
new energy sources such as hydrogen were mentioned. 

Legislative and regulatory changes 
A few responses concentrated on the legal or regulatory aspects. As some 
panellists viewed SMRs as a promising future technology, they suggested 
that the legal landscape should be investigated to remove any regulatory 
obstacles. Tey also promoted fexibility in giving out permits for SMRs. 
Te supervision of foreign ownership structures might also require legisla-
tive changes. One panellist suggested tarifs on products that use Chinese 
critical materials to improve domestic or EU-level production. 

Improving market conditions 
One panellist suggested the establishment of a new energy market system, 
which would ensure the proftability of secure energy production. Multi-
ple participants favoured the stockpiling of raw materials and components. 
Tis is something that the EU Commission mentioned in its “Proposal for 
establishing a framework for ensuring a secure and sustainable supply of 
critical raw materials”, which was published after the Delphi exercise 
was held.127 In addition, it was suggested that the efciency of energy 
transfers should be improved within the Nordic countries or even the 
whole EU, and that local-level energy saving plans should be created to 
manage consumption. 

3.3. POLITICAL RETALIATION LIMITING ACCESS TO 
COMPONENTS NEEDED IN CRITICAL SERVICES AND INDUSTRIAL 
PROCESSES: WATER TREATMENT 

Modern societies rely on efcient water management processes. Although 
71% of the earth’s surface is covered by water, it cannot be used for pub-
lic services and industrial processes without treatment. China and the 
US are global leaders in water treatment technologies, and great power 
rivalry is clearly visible in the sector. Membrane and ion exchange tech-
nologies are specifc examples of related global dependencies on Chinese 

126 Home/building energy management systems are integrated, computerized systems for controlling energy-
related equipment such as heating, ventilation, air conditioning, lighting and power systems and alike. 

127 European Commission 2023b. 
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and American companies, and major national investments and company 
acquisitions have further concentrated their supply chains.128 Te scenario 
focuses on the former solutions, which rely on water membrane flters 
and ofer an energy-efcient and sustainable alternative for wastewater 
management. At the moment, the US is their largest and China the second 
largest exporter,129 and especially China’s market share can be expected 
to further increase in the midterm: it has been among China’s national 
development goals since 2012, and, notably, it was listed in the Made in 
China 2025 policy paper published in 2015130. 

Although membrane-based solutions are currently piloted and used in 
Finland, they do not yet constitute the primary water treatment method 
in municipal water supply plants, for example. However, by the end of the 
decade, their popularity is likely to increase substantially.131 Moreover, 
their application is not limited to public utility services since they are also 
widely used in places where water must be reclaimed from wastewater 
streams, such as ships. 

Given the critical nature of water management technologies, disrup-
tions in their supply can have a major impact on the functioning of Finnish 
society. Tis poses a major challenge to stockpiling, which is the main way 
to manage sudden supply disruptions. Currently, no statutory regulations 
are in place that obligate Finnish suppliers of water management com-
ponents to maintain compulsory bufer stocks, and the contents of the 
NESA’s emergency stockpiles are classifed for security reasons. According 
to an expert interview, it is however likely that the Finnish stockpiles do 
not include all the critical components used in water management pro-
cesses.132 In any case, awareness of the nature of Finland’s national crisis 
preparedness in this feld is low, even within the industry itself. 

128 Interview with a Finnish water management expert, 19 Dec 2021. Te US and China’s strong standing is also 
evident in the number of global patents, scientifc articles and citations to them, e.g., Wang and Wang 2019. 

129 Volza Grow Global 2023. 

130 State Council of the PRC 2015. 

131 Future Market Insights 2022. For a more general discussion on the possible future role of membrane 
technology in Finnish water management processes, see AFRY 2020. 

132 Interview with a Finnish water management expert, 19 Dec 2021. 
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13 Dec 2030 Political retaliation: 

China imposes sanctions on water management 
tehcnology - Is our water supply and , 

sewerage heading towards a crisis? 

Our main story on tonight's 
Daily Debate concerns 
the Taiwan Strait crisis. 

China has recently strengthened 
its presence in the area, establishing 
a new biodiversity research station 

and conducting large-scale military 
exercises. US intelligence also believes 
that the hacker group responsible for 

the cyberattack that paralyzed Taiwan's 
power grid in November was supported 

by the Chinese government. 

However, the US has refrained from sending patrols to the area. 
Instead, the Turner administration imposed extensive 

economic sanctions on China at the end of November ... 

Today, 
we imposed 

an unprecedented 
package of financial 

sanctions! 

... The EU has also joined this 
effort. The extent of China's 

retaliatory sanctions and their 
impact on Finland's supply 
security are only beginning 

to be understood, but 
experts are particularly 

concerned about the 
vulnerability of supply chains. 
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Water management technology is not among the best-known domains 
of great power rivalry and strategic derisking. Moreover, China’s strong 
position in this feld can be viewed as a highly specifc example of the 
country’s key role in global supply chains. Against this backdrop, it is 
unsurprising that this topic is not discussed in the media, and the sce-
nario itself was inspired by an expert interview.133 Most likely, the less 
familiar nature of the case made it harder for the panellists to propose 
concrete preventive measures since they gave a comparatively smaller 
number of answers. 

However, the unfamiliarity of the case encouraged some panellists to 
climb up the “ladder of abstraction”134, which resulted in them asking 
more general questions, such as “Is it even possible to identify all the 
kinds of dependencies Finland has – even to the extent that it would be 
possible to prioritize which ones to reduce?” In a similar vein, another 
panellist viewed the case as a wake-up call that we tend to take many 
critical things for granted. 

A handful of panellists commented on the actual content and plau-
sibility of the scenario, and their opinions were clearly divided. Given 
that water management techniques are many, and that the comic strip 
and backgrounder mentioned only two, some panellists argued that the 
scenario was either too narrow in scope or focused on technologies that 
are currently less critical in the Finnish municipal water management 
processes. Nevertheless, the increasing signifcance of these example 
technologies was often acknowledged. Another reservation expressed 
by an individual expert was related to the lifespan of membranes: they 
emphasized that supply disruptions must last longer before issues arise. 
As a side note, one expert also underlined that the area in which Finnish 
water supply plants may in fact have more critical dependencies on Chi-
nese components is their digitalized control and management systems. 

Other panellists considered the scenario more plausible – or at least 
useful. For one panellist, the scenario and the expert views served as a 
good starting point for a more detailed discussion within the industry. 
Another added that the risks of potential disruptions could already ma-
terialize now. One expert also brought up the potential impact of such 
problems on electricity production since it relies on ultra-pure water, 
that is, water purifed of all possible contaminants. 

133 Ibid. 

134 Hayakawa 1939. 
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Expert suggestions 

Diversifcation of supply chains and increasing self-reliance 
Multiple panellists underlined the need to ensure Finland’s independ-
ence from China, other authoritarian states and superpowers in water 
management technologies. Others merely underlined the need to avoid 
Finland’s involvement in Sino-US great power rivalry by not joining the 
US’ sanctions schemes, for example. As one expert suggested, a concrete 
way to reduce the country’s dependency on China or the US would be 
the reshoring of water management components back to the EU. Tis 
would fall within the scope of the EU’s strategic autonomy and call for 
investments in the EU’s production capabilities and know-how, and extra 
costs should therefore be accepted. Multiple experts also noted that, on 
the level of individual companies focusing on specifc technologies, supply 
chains should be diversifed to reduce dependency on any single country. 
Tese eforts could be incentivized through regulation and subsidies – and 
initiated based on improved supply chain stress tests. 

While the domestic production of all the critical components of water 
management processes may not be a feasible goal, increasing Finland’s 
ability to react to sudden supply disruptions could potentially be safe-
guarded through 3D printing. Yet such a capacity would necessitate the 
building of a fexible cross-sectoral national system, as proposed by an 
individual panellist: 

For decades, I have been emphasizing that the Finnish Defence 

Forces and other state and municipal organizations should 

turn to 3D printing and produce their equipment themselves 

whenever it makes sense. If one truly gains an understanding 

of the domains in which it is most benefcial to meet one’s own 

needs through self-reliant production, it is possible to identify 

plenty of key components that can be printed without extra 

costs – especially if production and logistics costs are included. 

Trough such a process, it is possible to establish a local 

production capacity that can always be redirected to critical 

needs. 

On the level of companies, trade partnerships and common projects could 
ensure access to larger stocks and therefore provide a strategy that would 
contribute to better crisis preparedness for domestic actors. 

Finland’s national capacity to react in a crisis is also dependent on 
ensuring that there is research, development and knowledge on the pro-
duction, installation and maintenance of specifc technologies in Finland 
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or the EU. It takes time to create new knowledge, and it is crucial to decide 
who is responsible for allocating educational responsibilities in a man-
ner that supports Finland’s supply security. Moreover, a major attitude 
change must take place: supply chain reliability must be emphasized along 
with proftability considerations. 

Legislative and regulatory changes 
Te suggested legislative changes revolved around stockpiling regulations. 
Several panellists argued that all the critical components of water man-
agement processes should be included in the NESA’s emergency stocks 
by law. A related suggestion, made by multiple experts, was to obligate 
companies to ensure sufcient stocks through mandatory reserve supplies, 
as is the case with antibiotics. One panellist proposed the development of 
mechanisms and legal tools to take over means of production in the event 
that foreign ownership becomes an issue. 

Another proposed solution was international stockpiling, which would 
mean shared emergency stockpiling with friendly (Nordic) states, for 
example.135 Tis suggestion should be understood against the backdrop 
of the sector’s current realities: Finnish water supply plants use various 
water management solutions, and to ensure the provision of critical ser-
vices across the country, national stockpiling would therefore need to 
cover a wide variety of critical components. Cross-border stocks would 
make it more realistic to achieve this goal. 

Awareness raising and strategic foresight 
Enhancing awareness of potential supply disruptions was viewed as one 
of the key means to prevent such crises from unfolding. To begin with, 
all dependencies in the feld of water management should be mapped in 
detail, and extensive risk analyses should be conducted by engaging all 
key stakeholders, as proposed by multiple panellists. Such analyses should 
set standards for the minimum quantity of critical products maintained 
in stock and the amount of time that a plant or a company must be able 
to operate under all circumstances. Solutions to mitigate the risks should 
then be sought with the help of strategic foresight both nationally and 
regionally in Europe, and here the scenario exercise at hand was seen as a 
fruitful example. Moreover, such risk analyses would ofer tools to think 
about national priorities. Which risks are worth taking, and how much 
are we ready to pay for stockpiling diferent things? In essence, this pro-
cess would be a balancing act that should now be undertaken in Finland. 

135 See e.g., Wigell et al. 2022b. 
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Enhancing adaptability 
Two vocal panellists brought up the issue of adaptability to manage prob-
lems emerging from supply disruptions. Water supply plants should col-
laborate more, and some of them could possibly be merged. Tey could 
also have shared stocks. When selecting and designing water management 
processes for individual plants, adaptability should be a key attribute. In 
other words, the ability to transform the chosen solution into another 
should be considered to reduce excessive dependency on one technique 
or the product of a single producer. 

3.4. DISCUSSION 

Against the background of intensifying great power competition, the 
Covid-19 pandemic and the war in Ukraine, our expert participants 
demonstrated readiness to act in all scenarios: doing nothing was not an 
option. At the very least, awareness of risks should be raised. Panellists 
recognized that the enhancement of supply security would be costly. 
Respondents who leaned towards protectionism supported solutions that 
would restrict international trade, increase tarifs and provide subsidies 
for domestic or EU-level production. Legislative changes would be needed 
for the state to be able to take over means of production should foreign 
ownership become an issue. Te US has promoted a similar strategy in 
its relation to China and encouraged this approach for the EU countries 
as well. Conversely, those in favour of a more liberal take on national 
preparedness tried to solve the issues by diversifying the sources of goods 
rather than blocking exports from certain countries. Adaptability and 
awareness of risks, rather than drastic changes in supply chains, were 
identifed as key factors. 

A third group of panellists tried to solve the issues with innovations or 
technical solutions: “Replace antibiotics with new medicines. Do not buy 
Chinese rare earths but rather produce your energy with SMRs. Produce 
membranes with 3D printing.” How realistic or scalable such suggestions 
are varies case by case. For example, it has proven very difcult to replace 
antibiotics with something else, although there is always room for more 
research. SMRs, on the other hand, can certainly solve part of the energy 
puzzle, but this will not erase the original problem. Although 3D printing 
is a promising industry, it is costly since one piece of equipment cannot 
be used for a wide variety of products. 

As expected, there were case-specifc diferences in risk awareness. Te 
case of antibiotics was well known, the water management issues were 
less familiar, and the rare earth dependencies lay somewhere between 
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these two. However, we should not assume that Finland would neces-
sarily be better prepared for a better-known risk – even in a sector in 
which both domestic and EU-level know-how is available. Te famili-
arity of a case may even make it more difcult to solve the issue as it has 
lost its novelty value. At the other end of the awareness spectrum, more 
awareness raising would be needed to reach an adequate level of national 
preparedness in the water management industry. 

Tackling supply disruptions: Key takeaways 

Diversifcation and increasing self-reliance 

Diversifying the national energy portfolio and its components 

• including small modular reactors (smrs) 

Increasing the adaptability of technical solutions to enhance compatibility 

Friendshoring the production of strategic and critical products 

• bringing the essential medicine production to the eu/G7/friendly countries 

• maintaining ownership of energy producers within the eu 

• reshoring the production of water management components back to the eu 

Establishing a common EU-level energy supply system 

Subsidising the production of critical products and accepting higher prices 

Improving supply chain stress-tests in a broader range of strategic areas 

Legislative and regulatory changes 

Unifying national regulations to create larger market areas 

• cross-licencing medicines with other countries 

Lifting patents and enabling easier licensing of new medicines 

Removing legislative obstacles from new energy options, including SMRs 

Incentivizing supply chain diversifcation on company-level through regulation 

Improving market conditions and the existing system of emergency stockpiling 

Developing public tendering processes by 

• placing quality considerations and stability over price considerations 

• setting quotas for individual producers to avoid supply chain concentration 

Developing national and Nordic emergency stocks 

• stockpiling critical components of water management processes and 

raw materials and components of energy production nationally 

• creating mandatory reserve supplies of water management components 

nationally/with Nordic countries/other friendly states 

Imposing tarifs on products using Chinese critical materials 

Integrating the Nordic/EU energy markets to improve energy transfers 

Awareness raising and strategic foresight 

Conducting extensive risk and dependency analyses in wind 

power and water management industries 





4 
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4. CRITICAL TECHNOLOGY 
DEPENDENCIES 2035 

Elina Sinkkonen, Liisa Kauppila and Ines Söderström 

Technological development has wide-ranging implications for great power 
politics and people’s everyday lives. In recent years, the defnition of du-
al-use technology has widened to cover many general-purpose technolo-
gies, which blurs the boundaries between economic and military activities. 
Due to increased great power rivalry, the spread of general-purpose tech-
nologies and related materials is facing multiple challenges, which may 
hinder global technological development and raise the costs for everyone. 

Te US and China are in the midst of a technology war. In October 2022, 
the Biden administration ordered a blockade on the export of advanced 
chips and related software, and the tarifs imposed during the Trump 
presidency are still in place. How much China’s technological develop-
ment will be hindered by the chip war remains to be seen, but advanced 
chips are needed for almost all high-tech products. More broadly, the 
technology war does not provide circumstances that would allow efcient 
technology transfers and development globally if scientists in the two 
superpowers try to solve the same issues without access to advancements 
made in the other block. In many emerging technologies, we do not yet 
know what kind of innovation environment will bring the best results. 
Chinese researchers based in China are among the world’s leading sci-
entists in multiple areas such as quantum communication and advanced 
battery production.136 For small and medium-sized countries, the tech-
nology war causes multiple headaches not limited to the rising costs of 
technology. What if one superpower develops important and useful high 
technology in one sector and the other one in another sector? Can third 

136 Howell 2023; Huld 2022. 
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countries access both technologies, or will bloc politics further limit the 
spread of innovations? 

General dependencies can also decrease national preparedness. In a 
small country like Finland, there are multiple technological dependencies 
in high-tech sectors, and it might even be impossible to cover all these 
felds with Finnish or European solutions. High-tech sectors often have 
less leeway to reduce dependencies than sectors in which changes to leg-
islation or stockpiling can signifcantly help, as described in the previous 
chapters. With the funding realistically available for enhancing Finnish 
supply security or other forms of preparedness, it might be difcult to 
mitigate some of the risks associated with high technology. Te concrete 
actions will likely involve diplomacy and other forms of international 
cooperation, the results of which are less certain than in cases in which 
the problem can be solved with money only. 

Te longer-term target year 2035 was chosen as all the cases entail 
characteristics that need time to mature before they can pose serious 
problems to Finnish society. Te frst case focuses on advanced military 
technology, and more precisely on F-35 stealth fghter maintenance. 
Finland will receive its frst F-35 fghter jets from 2026 onwards, so any 
issues in their maintenance will materialize after that. In the second case, 
we look at the digitalization of healthcare and home dialysers in particu-
lar. Given the sparse public resources, lack of personnel and increasing 
number of patients with such chronic diseases as type II diabetes, Finland 
has set an aim to increase the share of home dialysis treatments up to 
half of the patients by 2025,137 and most likely, it will be making notable 
home dialyser purchases by 2035 to cover the needs of the rising number 
of chronic kidney disease patients.138 In our third scenario, we examine 
one of the EU’s critical raw materials, helium, and the consequences of its 
shortage. In addition to various current uses of “ordinary” helium, its rare 
form helium-3 is used in quantum technologies and fusion energy – two 
felds in which research and development is only about to take of on a 
larger scale. Moreover, given the extraterrestrial abundance of helium-3, 
experimental mineral exploration in space may be beginning around 2035. 

Te panellists were given a one- to two-page-long briefng in Finnish 
on each sectoral case to contextualize the comic strips and present some 
of the crisis situations and/or facts we used as an inspiration when build-
ing the scenarios. Tese background briefngs were collected into a fle, 
which can be accessed on the ForAc project website.139 Teir key points 

137 Finnish Society of Nephrology 2021, 33. 

138 It is estimated that the number of Finnish dialysis patients will rise to 2,600 from the current 2,000 by 2035.  

139 ForAc report background page. Available at: https://sites.utu.f/forac/f/raportti/ 

https://sites.utu.fi/forac/fi/raportti
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are also summarized below, at the beginning of each section. Tese case 
descriptions are followed by the comic strips, after which we will discuss 
the policy suggestions given by the panellists. 

4.1. MAINTENANCE OF ADVANCED MILITARY TECHNOLOGY: F-35 
FIGHTER JETS 

General-purpose technologies tend to spread widely, whereas prestige 
technology, which includes the most advanced military technologies, 
spreads slowly and often only among allies.140 For small states, it would be 
very difcult to build the production facilities and employ the necessary 
people to launch domestic production of stealth fghters. Te increased 
complexity of military technology has made it harder to close the tech-
nological gap with the most advanced countries simply by investing more 
resources in defence. In contrast to the early 20th century when techno-
logical know-how from commercial sectors was more directly applicable 
to the military sphere, today’s military high technology involves the 
eforts of large teams of scientists whose expertise is increasingly tacit.141 
In addition, the process from military high-tech innovations to industrial 
production comes with its own hurdles. 

In December 2021, Finland announced that it would buy 64 of Lock-
heed Martin’s F-35A fghter jets to replace its Boeing F/A-18 C/D Hornets. 
Te frst batch of F-35 fghters is scheduled to arrive in 2026. According 
to the Finnish Air Force, the F-35 maintenance chain will consist of a 
modifed version of the global maintenance system with additional critical 
domestic maintenance capabilities and spare parts for crisis situations as 
well as participation in a multinational maintenance network.142 At the 
time of this scenario exercise, Finland had ofcially informed NATO of its 
willingness to join the organization but had not yet formally applied for 
membership. 

Te F-35 fuselage has been designed to accommodate three diferent 
jet types: F-35A, F-35B and F-35C. Tis has forced Lockheed Martin to 
make certain compromises.143 Moreover, the purchase of the F-35 fghters 
also includes aspects that are simultaneously advantages and disadvan-
tages. First, the fghters have been bought while their development is 
still in progress. Tis is an advantage because the development costs can 

140 Drezner 2019. 

141 Gilli and Gilli 2018/2019. 

142 Finnish Air Force 2021. 

143 Tuominen 2022. 
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be divided among multiple customers. On the other hand, any problems 
in the product development may decrease the reliability of the fghter. 
Second, Lockheed Martin aims to increase the production drastically up to 
3,000 fghters,144 and large-scale production strains both the production 
facilities and the maintenance chains. National feets have a target availa-
bility rate for the number of fghters that should be operational at a given 
moment. In 2021, the US failed to reach its availability rate due to a lack 
of spare parts.145 Finland bought 64 fghters partly because an estimated 
20–30% of the planes will always be unavailable due to maintenance, 
and meeting the Finnish defence needs requires a sufcient number of 
operational fghter jets.146 In general, the use of complicated technology 
may decrease reliability because complexities increase vulnerabilities. 
For example, each F-35 pilot has an individualized HMDS helmet (Hel-
met Mounted Display System),147 meaning that a broken helmet could in 
itself lead to supply security issues as the delivery times for new helmets 
are long. 

In 2021, the Pentagon reported that the F-35 feet failed to meet all the 
requirements of the Joint Strike Fighter Operational Requirements Doc-
ument (ORD) in areas concerning general reliability and maintenance.148 
Te details of critical faws are secret, but according to Defence News, 
seven such faws occurred in 2020.149 In May 2021, an independent evalua-
tion of the Joint Strike Fighter programme concluded that the programme 
had not funded software testing sufciently to ensure that faws were 
removed before the products were delivered to customers. Te software 
issues have concerned the logistics information systems designed to help 
organize the spare part orders.150 

144 Congressional Research Service 2022. 

145 Losey 2022. 

146 Lentoposti 2019. 

147 Tuominen 2022. 

148 Te Ofce of the Director, Operational Test and Evaluation DOT&E 2021, 50. 

149 Insinna 2020. 

150 DOT&E 2021, 48–53. 
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T'Re VOL/R 
F16HTel< !:NTHUSIASTS 

W!:CULA TINb? DID Tl-le FLVINb ACf:S 
LO Se THt:IR l'LAJ\le lleVS THI s 

MORI\IINb? 

Rullis: 

SOMeONe 
0/\ITHeFORUM IS SAVINb 

THAT LOC\ll-\Ef.D MARTIN IS 
ffRFORMINb MAJOR MAINTE:NANCe 

ACTIV\Tlf:S, AND THAT Tl-le. Fl~ISH 
FLE£T'S AVAILABILITVRA TeS 
AReLOW ... BUT I THOU6HT 

We Wel<e SUf'POSeC> TO 
MAINTAINTHeM 

IN FINLAND. 

Lockhead bit off more than it could chew. 
That's what happens when you sell too many 
planes in relation to your production and 
maintenance capacity. 

Besserwi$$er: 
And Mericans have nothing to worry about, it's just 
that Turner has no interest In supporting the defence 
industry if its products are going abroad. RIP, I say. 

Hometti86: And, of course, Finland decided to buy 
planes that were still pretty much in the development 
phase when they were bought. 

Rullis: Thanks, Turner. Salute to you. @~ 
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Finland’s decision to select the F-35 model was still recent, and the case 
was widely covered in the media prior to May 2022, when the scenario 
exercise took place. Te scenario raised strong opinions, sharp remarks 
and counterarguments. Generally, many panellists were strongly for or 
against the F-35 selection, and many of those who favoured the F-35s saw 
no problem in any part of the procurement or in high-tech dependencies. 
One panellist commented on the scenario as follows: 

All this has already been taken into account in the current 

procurement process. It might be an interesting topic to 

speculate, but then we would need to broaden the speculations 

to cover everything and think about situations in which nothing 

but bicycles work. North Korea does not have such problems, but 

their living standards are slightly lower than ours. 

Another panellist was of the opposite view and found that the F-35s were 
simply the wrong choice: “You cannot do anything about this when the big 
mistake has already been made. Te fghter jets should have been bought 
from Sweden or Germany and France. So now we are wondering what 
to do.” Te likelihood of the scenario also divided views as some found it 
very unlikely and others entirely probable. 

Expert suggestions 

Increasing self-reliance in maintenance 
Te panellists recommended ensuring both sufcient domestic mainte-
nance know-how and domestic production of spare parts. Te recycling 
of critical components and spare parts was ofered as a partial solution. 
Multiple panellists also supported the stockpiling of spare parts. One 
suggestion was to keep the old Hornets as a backup reserve. Some were 
hopeful that security of supply could be enhanced through closer com-
munication with the manufacturer. Another means mentioned was to 
ensure that there would be enough domestic funds to compete for key 
components in times of crisis. 

To move to the next level of increased self-reliance, it was proposed 
that the whole domestic military industry should be developed, not only 
the production related to high-end products such as fghter jets. One 
suggestion was to manage the military-industry partnerships with the 

“big players” and fnd a niche for Finland in these chains. One panellist saw 
that a combination of high and low tech would produce the best results 
in terms of security of supply: 
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Tis scenario focuses on a single world-class technology. All 

modern weapons systems are very expensive for a small 

country, and while you must have them, you should also equip 

yourself with DIY “wood gasifer technology”. Te Finnish 

Defence Forces and private companies should jointly produce 

domestic weapon technologies. . . . We have motivated people 

to defend the country. To save young people’s lives, we should 

initiate a mass production of drones, robotics, intelligent 

explosives, mechanics etc. using domestic components that 

are easy to stockpile. Circuit boards and software would need 

to be developed jointly with other Nordic countries. Te whole 

industry should take Israel as an example. 

To diversify the supply chain, other experts preferred to unite forces with 
other EU countries and build common maintenance and production capa-
bilities. Te diversifcation of the military industry across NATO countries 
was also suggested, as well as the creation of technological co-depend-
encies and partnerships with other F-35 users. Some participants also 
emphasized that self-reliance in maintenance would require maintaining 
a high education level and developing domestic high-tech education to 
tackle the challenge of operating with high-tech military equipment. 

Regulation and tendering 
Ensuring maintenance partnership when making contracts was an of-
ten-mentioned means, and another one was to demand that companies 
demonstrate awareness and consideration of maintenance procedures 
in crisis times before they commit to contracts. Yet it was also noted that 
contracts had already been made in a manner that would make ending 
up without an operational feet highly unlikely. However, it is not certain 
how maintenance-related resources would be divided under scarcity. 

As part of the domestic military industry development mentioned 
above, one panellist suggested changes to the investment regulations: 

Business and non-proft organizations’ participation in national 

defence has been made very difcult. For example, the codes 

of ethics for investors practically prevent investments in the 

arms industry. . . . Te existence of the defence industry should 

not be made more difcult – rather, it should be supported by 

allowing “defensive arms” as a category that can be funded. 

Entrepreneurs are hard-working and investors greedy, so the 

private sector could build a big ecosystem on domestic and 

regional defence needs. 
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Diplomatic means 
Experts suggested that Finland should use diplomatic means to avoid 
being left alone with maintenance issues. Such diplomatic measures in-
cluded strengthening relations with the US, other NATO allies and the 
Nordic countries. Some advised pleading directly to US decision makers 
and fghter jet manufacturers to give priority to Finnish defence. Multi-
ple panellists also considered NATO membership to be helpful in solving 
fghter jet maintenance problems as allies engage in deeper maintenance 
cooperation, and they can develop arms-industry co-production with 
the US. Tis would enhance Finnish arms-industry capabilities. 

4.2. CYBERSECURITY OF ADVANCED HEALTH TECHNOLOGY: 
HOME DIALYSIS MACHINES 

Health technology plays a crucial role in shaping the future of healthcare. 
Digital services, AI, robotics and the Internet of Medical Tings (IOMT) 
shake the foundations of the feld by facilitating cost-efective and indi-
vidualized solutions that enhance patients’ quality of life and reduce the 
strain on the healthcare system.151 Te IOMT – the network of medical ap-
plications and devices connected to the internet – in particular challenges 
the idea of hospitals as care sites by enabling the remote monitoring and 
control of the treatment of such illnesses as chronic kidney disease. By 
connecting home dialysers to a network, patients are saved from travelling 
to hospitals, and their ability to lead a normal life is improved.152 At the 
same time, hospitals can reallocate their limited economic and stafng 
resources to other needs.153 

Given that disturbances and security breaches in such life-supporting 
devices as dialysers can be fatal, the feld is heavily regulated. Notably, 
cybersecurity now constitutes a key criterion in the EU’s Medical Devices 
Regulation (EU 017/745), and medical software is placed in the highest 
risk class.154 Moreover, any producer entering the common market must 
guarantee that its health technology conforms to the EU’s safety criteria 
through a CE (conformite europeenne) marking, and the compliance of 

151 Healthtech Finland 2022. 

152 Rosner et al. 2017. 

153 Finnish Society of Nephrology 2021, 10. Most Finnish patients receive haemodialysis treatments at hospitals, 
and, at the moment, their travel costs amount up to EUR 11,000 per person per year. In 2015, trips to dialysis 
units constituted 10% of all the travelling costs compensated by the Finnish Social Insurance Institution 
although only 2% of the benefciaries were dialysis patients. Finnish Society of Nephrology 2021, 10; Tillman 
and Maunula 2015. 

154 See the Regulation of the European Parliament and the Council on Medical Devices (EU 2017/745), 
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32017R0745. 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32017R0745
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products belonging to higher risk classes must be verifed by a European 
expert institution.155 Yet there are gaps as CE markings may sometimes 
be missing, and some European expert institutions are lax in their prac-
tices.156 Terefore, there is room for complementary national controls, 
and the key Finnish authority in this regard is the Finnish Medicines 
Agency (Fimea). 

Finland depends heavily on foreign health technology, including dial-
ysers. Te US is the market leader in the broader health technology sector, 
but China is catching up: by 2022, its global market share amounted to 20 
per cent.157 Moreover, China’s standing can be expected to strengthen in 
the future as digital health innovations and related AI solutions have re-
cently been listed as strategic focus areas of the government.158 Given the 
exceptionally high proportion of chronic kidney patients in China,159 the 
government’s aim to reach high-tech self-sufciency and eforts to use 
dialysis exports as a form of soft power in African countries,160 domestic 
home dialyser production can be anticipated to intensify – to the extent 
that Chinese companies are likely to participate in the future tendering 
processes of the Finnish wellbeing service counties (hyvinvointialue). 

155 Nylund and Ruokoniemi 2018. 

156 Interview with a Finnish health technology expert, Helsinki, 23 March 2022. 

157 Li 2022. 

158 National Development and Reform Commission 2020. 

159 Guanyan baogaowang 2021. 

160 CTGN 2019. 
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Te scenario sparked numerous suggestions and comments to other pan-
ellists’ views. It was considered plausible – no expert argued otherwise 

– but the experts were divided in whether they perceived China as a par-
ticular risk. While a few panellists viewed Chinese corporate culture as 
particularly vulnerable to cyberattacks, a larger group of experts explicitly 
emphasized that all companies – regardless of their owners’ nationality – 
could be targeted by hacker groups from third countries, as suggested in 
the scenario. However, many of them added that authoritarian states are 
a particular risk when it comes to cyberattacks made by state-supported 
hackers. Te desire to underline the universal nature of cyberattacks might 
have been partly infuenced by the recent revelation of an “all-Finnish” 
data breach incident at the psychotherapy service provider Vastaamo (Oct 
2020), which was also frequently referred to in the comments. At least 
one of the responses also explicitly underlined the dangers of riskifying 
China: “I wouldn’t arouse excessive suspicion of China because it may 
also create self-fulflling prophecies and strengthen unwanted scenarios. 
What I mean is that perhaps an aspiration for collaboration and a mutually 
benefcial relationship is better than suspicion and isolation.” 

Only a few panellists expressed reservations regarding the likelihood 
of the scenario. One expert considered healthcare a highly unlikely target 
due to the immoral nature of such attacks, but another panellist contest-
ed the view: “cyberattacks on healthcare do take place at the moment, 
although not in Finland (apart from the Vastaamo case). Healthcare is a 
good target because much harm can be caused (people may die), which 
makes people pay the attackers.” Another expert stressed that great power 
rivalry is likely to increase the state-led weaponization of common data 
networks because they constitute grey-zone confrontations, not acts of 
war. Moreover, one expert underlined that an attack on dialysers would 
yield even more dramatic consequences if it took place in a situation in 
which hospitals were already strained. 

Expert suggestions 

Regulation and tendering 
According to multiple panellists, the existing tendering rules should be 
reformed to mitigate supplier risk. First, quality considerations should 
take precedence over price considerations. More specifcally, a more 
complex tendering system with sustainability, responsibility and data 
protection criteria should be developed – instead of simply selecting 
bids that promise certain services at the lowest cost. Moreover, relat-
ed risk analyses should form an integral part of the tendering process. 
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Tese changes were seen to be linked to the need to reform the EU rules 
of competition. 

Second, critical and non-critical purchases should be separated in 
tendering. Tis would enable having diferent rules for specifc industries 
and allow more expensive procurements in the critical ones. Yet this 
would also call for a broader debate on the meaning and aims of supply 
security: Which devices are considered critical? Are maintenance and 
the ability to repair critical medical devices – with the right spare parts – 
included in the national supply security calculus? Who is responsible for 
these duties – the importers or hospitals’ technical experts? One way to 
tackle some aspects of this problem would be to include bids only from 
those companies whose products could be updated through a subsidiary 
with local staf in either Finland or the EU. Data transfers from the devices 
should be strictly limited (e.g., to local health centres). However, this idea 
would be problematic from the perspective of research and development; 
the anonymisation of data might be sufcient to mitigate the security risks 
and yet gain benefts from research, as one panellist argued. 

Tird, tendering processes should consider country-specifc risks. One 
panellist went as far as limiting Chinese bids, whereas another expert sug-
gested dividing the responsibility of producing diferent critical devices 
and applications among the EU countries. Other panellists proposed that 
bids should only be accepted from allies and partners or those countries 
that have a data security treaty with Finland. When defning the criteria 
for a country-specifc risk analysis, consideration should be given to the 
supplier’s available toolkit in the event of a cyberattack. As one panellist 
proposed, Western producers may have substantially more diverse tool-
kits than Chinese companies: Western companies can react immediately 
and appeal to national courts, whereas Chinese producers’ possibilities 
are limited in this regard. As a consequence, the only option for a Finnish 
company would be to “bin the Chinese product” if a breach took place. 

Fourth, tendering rules should be changed to avoid an excessive con-
centration of providers. In practice, it would be necessary to defne a 
statutory maximum number of critical health technology devices, ap-
plications and patient information systems that could be obtained from 
one supplier. Yet this strategy could only be successful if other measures 
were taken: devices should be made compatible with each other. Here the 
European standardization eforts would play a key role. 

In addition, two experts proposed tightening the existing EU-level 
MD regulation with regard to data security. New mechanisms to protect 
sensitive data and interface trafc should also be established in Europe. 
Te small number of such comments is unsurprising given that the feld 
is already heavily regulated. 
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Cybersecurity practices 
Several panellists underlined the role of cybersecurity not only in prevent-
ing attacks but also in reacting to them: the assumption should be that the 
attacker does fnd the gaps. Moreover, “the real issue is bad recovery, not 
the attack itself”, as one panellist argued. In addition to adhering to the 
current practices and making system updates, the most vulnerable aspects 
of digital healthcare should be defned and backup systems developed for 
critical software. Given that interfaces are often the weak link in the IOMT, 
their security must be enhanced; most importantly, life-supporting de-
vices should not be linked to interfaces that can be accessed from outside. 
Yet it is not easy to defne which “things” should be shielded: surprising 
elements may be critical to life since – as one panellist illustratively un-
derlined – a frosted car window can be fatal in bad weather. Devices’ main 
operating functions could also be separated from those services that can be 
accessed remotely. Tis would mean that treatments could be controlled, 
but the devices’ parameters could not be changed remotely. 

Manufacturers should not have access to individual devices, and 
software updates should be made under expert surveillance. Domestic 
data security providers could be prioritized, and data management units 
should be kept smaller. Moreover, as human beings are prone to make 
errors, personnel training is essential. Overall, it is important to reduce 
the enablers of attacks – be they human factors or weak systems. Often 
the factors that help prevent hazards are “well known like a healthy diet, 
dental hygiene and safe driving”, but committing people to such prac-
tices may call for better sticks and carrots – and these should be further 
developed. 

Investments in healthcare 
Te scenario also sparked a few suggestions to develop the overall op-
erating conditions of the Finnish healthcare system. Most notably, the 
panellists emphasized that hospital districts must be allocated sufcient 
resources to be able to bounce back after crises – which themselves are 
unavoidable. Te same applies to the staf: not only doctors but also other 
personnel must be adequately compensated for their work. Moreover, 
public funding is needed to develop the Finnish health technology in-
dustry, which can then spawn domestic innovations. 
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4.3. SUPPLY OF CHEMICALS FOR ADVANCED RESEARCH AND 
DEVELOPMENT ACTIVITIES: HELIUM 

Helium is applied for multiple purposes, including quantum computing, 
space technologies, medical imaging, semiconductor production and 
welding.161 As technologies develop and the green transition advances, 
helium might turn into an even more critical material. 

Helium-4 (He-4) is the “ordinary” form of helium used by industries 
and research institutions. It is produced mainly in natural gas facilities 
by capturing helium,162 and most of its reserves are located in the US. 
However, Algeria and Russia also have signifcant deposits.163 Helium-3 
(He-3), in turn, is a rare form that has been regarded as an ideal fuel for 
fusion reactors.164 So far, progress in fusion energy has been slow, but in 
December 2022, a group of scientists performed a fusion energy exper-
iment which created more energy than what was needed to start it.165 
Unfortunately, the earth has limited resources of He-3. Its main source 
has been the nuclear industry, but commercial production has also taken 
of in recent years.166 Te current reserves of He-3 are very small, and the 
US emergency stockpile includes only 25 kilograms of it.167 

Te moon and Jupiter have large reserves of He-3. It has been estimated 
that the He-3 reserves on the moon amount to around one million tons, 
and 100 to 200 tons would cover the world’s annual electricity consump-
tion.168 It is at least theoretically possible to mine He-3 from space.169 
China’s space programme, for example, has investigated the possibility to 
extract He-3 from the moon170 as China wishes to decrease its dependence 
on the US helium sources.171 

Nobel laureate, helium researcher Robert Richardson has estimated 
that there will be a global helium shortage by 2040.172 Several temporary 
supply disruptions have occurred in the 2000s. As helium production 

161 US Geological Survey 2023. 

162 S&P Global Commodity Insights 2022. 

163 Statista 2023. 

164 Dobransky 2013. 

165 Chang 2022. 

166 Air Liquide 2021. 

167 De Temmermann 2021. 

168 Simko and Gray 2014. 

169 European Space Agency 2023. 

170 Fan 2023. 

171 Chen 2020. 

172 Edwards 2010. 
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is very centralized, any logistics issues can complicate its distribution. 
Helium is transported in cryocontainers, whose limited availability may 
also destabilize the supply chains.173 Despite these risks – and the overall 
importance of helium – the US and China have not listed it as a critical 
mineral.174 In the EU, helium was considered a critical mineral in 2017 and 
2023,175 but it was not included in the 2020 listing, which was the most 
recent available at the time of running this expert panel.176 

173 S&P Global Commodity Insights 2022. 

174 US Geological Survey 2022; Chinese Ministry of Natural Resources 2016. 

175 European Commission 2017; 2023. 

176 European Commission 2020c. 
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Te key elements of the scenario divided the experts’ opinions. Some 
contested the usability and feasibility of He-3 in fusion reactors either 
completely or by 2035: in addition to the skyrocketing price of He-3 (up 
to 3000 USD/l), another type of nuclear fusion – deuterium-tritium fu-
sion – was considered more advantageous. Moreover, it was considered 
unlikely that fusion fuels would ever be obtained from space due to the 
paradoxical nature of the idea: fusion energy loses its climate benefts if it 
necessitates environmentally costly space travel. For these reasons, one 
panellist considered this element of the scenario to be “from sci-f – not 
from the real world”. A few panellists also anticipated that less He-4 
would be needed in MRI by 2035 since the latest device models are already 
based on closed-cycle technology: the helium is reused over the lifespan 
of the machine. However, multiple experts underlined the criticality of 
both He-4 and He-3 to quantum technology: a mixture of He-3 and He-4 
can reach the lowest temperatures. He-3 is also critical in specifc medical 
examinations and neuron detectors used in nuclear physics, as well as in 
the production of liquefed hydrogen. 

Expert suggestions 

R&D solutions 
Multiple panellists proposed improving recycling and recovery as a tech-
nical solution to a potential helium shortage. Recycling can be improved 
at hospitals, and further investments in closed-cycle technologies will 
reduce the total amount of helium required for MRI devices. Te same 
applies to quantum technology: currently, a set of cooling solutions, for 
example, need to be maintained so that the necessary functions can be 
performed. In MRI, it may be possible to replace the helium in the magnets 
by developing other materials that equally exhibit superconductivity, 
that is, the ability to conduct a direct electric current without resistance. 
Tis would make it possible to use liquefed nitrogen to cool the magnets 
– supposing that helium would no longer be needed to produce liquefed 
nitrogen. Te transportation of helium could also beneft from techno-
logical advancement as the currently used cryocontainers could be cooled 
with larger liquid nitrogen tanks or replaced with larger high-pressure 
cryocontainers, which already exist. Tey would facilitate transportation 
over longer distances and hence change the nature of the market. Yet one 
panellist contested this idea by questioning whether producers would 
have any initiative to further develop such containers as the existing ones 
meet the current demand very well. 

Research and development are not only important in reducing the 
need for helium, but also in preparing for a future with limited helium 
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resources. For this reason, investments in domestic and European R&D 
capabilities – especially in the most critical felds – are necessary. Yet, 
when making investment decisions, it is crucial not to hype any one tech-
nology or technology problem, be it fusion energy, hydrogen production 
or fnding replacement options for helium. Sometimes it is necessary to 
opt not to fund something for strategic reasons. 

Partnerships 
Multiple panellists suggested that partnerships should be maintained and 
initiated to ensure access to helium resources. Some panellists stressed 
the role of the EU and its member states as Finland’s key partners, and, 
in line with this, individual experts argued that both Finland and the EU 
as a whole should enhance the recycling and liquefaction of “ordinary” 
He-4. Only one panellist explicitly underlined the role of stockpiling in 
this equation. Moreover, European He-4 production could be initiated 
in collaboration with such natural gas producing countries as Norway 
and the UK. Given the extremely limited production of He-3 on a global 
level, one panellist argued that it is necessary to increase its production in 
Europe. Since it is typically produced from the decay of tritium, a starting 
point could be to study whether European nuclear reactors could produce 
tritium. 

Partnerships should also be formed with non-European helium pro-
ducers. Te EU should be Finland’s reference group, and Finland should 
adopt an active role. A few panellists singled out Qatar and the US, where-
as one expert mentioned Russia as a potential partner. A concrete solution 
would be to form the mineral partnership with the US that is currently 
being negotiated.177 Yet, as one expert underlined, the US is a reliable 
partner only as long as it has the needed helium resources and is willing 
to export them to Europe. One expert took a more general approach and 
argued that Finland should participate actively in all multilateral collab-
oration and seek deeper bilateral partnerships, while another panellist 
argued for opting for reliable and politically stable countries. 

In addition to helium production, it is also important to establish part-
nerships that allow Finland and the EU to conduct experimental space 
research – possibly to extract He-3 resources, as the scenario proposed. 
One expert highlighted the need to turn to such private market leaders as 
Space X since they possess the ability to reuse carrier rockets. Tat would 
not only make space exploration less costly, but also reduce the need for 
the helium used in rocket technology. 

177 See https://ec.europa.eu/commission/presscorner/detail/en/statement_23_1613. 

https://ec.europa.eu/commission/presscorner/detail/en/statement_23_1613
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Risk assessment and foresight 
Several suggestions were made to conduct risk assessments and practise 
foresight. In addition to mapping the existing and potential helium re-
sources and reserves, potential transportation routes and uses of helium 
should be studied. Attention should be paid to potential causes of sup-
ply disruptions, including events related to climate change and global 
technology competition. While it is difcult to diversify suppliers due 
to the concentration of helium production, the likely fuctuations in its 
global availability should be anticipated carefully. Notably, these may 
result from changes in the demand for other natural resources. For one, 
less natural gas will be extracted in the future due to its climate efects. 
Tis may mean that signifcantly smaller amounts of “ordinary” helium 
– He-4 – will also be captured because it is a side product of natural gas. 
Moreover, as helium is used to produce liquefed hydrogen, its demand 
may be increasing in an era of hydrogen economy. Tis may also increase 
the likelihood of container shortages: the same containers are used for 
liquefed helium and hydrogen, and there are only few producers in the 
whole industry. Another challenge is to ponder which emerging technol-
ogies will need helium in the future. Tis question boils down to whether 
it is – and will be – a critical material, and more foresight studies should 
hence be conducted. 

Behavioural and policy changes 
Some panellists proposed broader behavioural and policy changes. For 
one, mineral dependencies should be reduced in general. One expert 
proposed guiding people away from products whose manufacturing relies 
on minerals and ores, and which also have a short useful life and cannot be 
recycled reliably. Such “conspicuous consumption” should be punished 
by levying heavy pollution taxes in support of climate eforts and envi-
ronmental protection. Similar criteria should be applied to construction 
and community planning. 

Communication should be improved among state ofcials and between 
diferent stakeholder groups to avoid bureaucratic silos and tackle the 
impacts of potential mineral shortages on various sectors of society. Here 
it would be possible to start with pragmatic solutions: 

A home-spun solution would be to create fexible remits for 

ministries. When the walls around ofcials fall down, their 

desks turn into football felds. It is harder to fnd solutions 

to new technological problems in the Ministry of Health, for 

example, if the problem also concerns the Ministry of the Interior 

and the Ministry of Defence. Furthermore, someone might have 
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already found a solution, but information about it is blocked. We 

should place all reliable ofcials in an open ofce space with a 

shared intranet. 

Finland and the EU should also adopt a holistic approach to international 
collaboration on mineral extraction and research. Te key is not to focus 
on one’s own needs only but to consider the international society as a 
whole. Tis calls for a better understanding of other countries’ viewpoints 
and positions, and the ways in which they can beneft from partnerships. 

4.4. DISCUSSION 

Te scenarios on high-technology dependencies ofered few low-hanging 
fruits in terms of policy suggestions, but our expert participants managed 
to list a laudable number of solutions, nevertheless. Two themes were 
common to all the expert discussions concerning the three cases. First, 
the panellists believed in further technological development in mitigat-
ing some of the risks of high-tech dependencies. Second, the increase 
of neither domestic nor European self-reliance was generally strongly 
advocated. Here international partnerships and diplomacy came to the 
rescue. Te suggestions with strong cooperative elements included ex-
plaining the importance of Finnish national defence to US policymakers, 
accepting bids only from those countries that have a data security treaty 
with Finland and forming partnerships with helium producing countries. 

Te rest of the means were diverse in content but could be loosely 
placed under the umbrella of decreasing Finland’s weaknesses. Te re-
spondents identifed improvements to regulations and tendering rules, 
suggested investing in underinvested areas in healthcare and the national 
defence industry and recommended further preparing for potential dan-
gers with risk assessment and foresight. A better organization of relevant 
government bodies was also seen as helpful. 

Te level of risk awareness varied across cases, and the experts some-
times contested the risks presented in the scenarios. Such a polarization 
of views was to be expected as the themes were controversial and entailed 
elements that triggered strong political opinions. Furthermore, the heli-
um scenario was almost sci-f-like in some of its elements. Te proposed 
risks are also not widely discussed in the Finnish media, and the gener-
alist panellists were therefore less familiar with these themes. Te public 
debate on the procurement of the F-35 stealth fghters concentrated on 
their price rather than their technical maintenance or the ability of the 
fghter programme to meet its production targets. While the Vastaamo 
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psychotherapy case brought our dialysis scenario closer to the present day, 
risks associated with the IOMT are rarely covered in the media. Te most 
futuristic scenario – the implications of helium scarcity – is discussed in 
international media, but in Finland the theme is not widely covered. In 
other words, all the cases were somewhat challenging for panellists who 
were not sectoral experts of the particular case. Te risk assessments 
concerning the F-35 jets were divided as some almost denied that there 
was any risk associated with the procurement, while others found mul-
tiple problem zones. Te same applied to the helium scenario in which 
the criticality of helium divided opinions, whereas the risks proposed in 
the home dialysis narrative were hardly contested. 
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Managing critical technology dependencies: Key takeaways 

Increasing self-reliance in maintenance of high technology 

Enhancing domestic and EU capacity, reserves and knowledge 

• recycling and stockpiling critical components and spare parts 

• creating a backup reserve of older technology (e.g., the Hornets) 

• fnding a niche for Finland in global production and partnerships 

• educating domestic high-tech maintenance personnel 

Regulation and tendering 

Developing existing tendering rules to mitigate supplier risk 

• covering sustainability, responsibility, data protection, 

compatibility and geopolitical risk criteria 

• separating critical and non-critical purchases 

• imposing country- and company-specifc limitations to 

bids in critical industries by including only 

- countries with a data security treaty with Finland 

- companies whose products can be updated through a 

subsidiary with local staf in either Finland or the eu 

• defning a statutory maximum number of critical devices, applications 

and information systems obtained from one supplier 

Diplomatic means and partnerships 

Developing European partnerships by 

• recycling, liquefaction and production of “ordinary” He-4 and He-3 

- studying prospects for producing tritium in European nuclear reactors 

• establishing experimental space research schemes 

Developing non-European partnerships by 

• producing helium with Qatar and the us 

• formulating a mineral deal with the us 

• turning to space industry’s private market leaders, including Space X 

• creating military-industry partnerships with the “big players” 

• dividing the production of diferent critical devices and applications 

Cybersecurity practices 

Defning the most vulnerable aspects of devices and applications 

Separating devices’ main operating functions from services that can be accessed remotely 

Limiting manufacturers’ access to individual devices 

Making software updates under expert surveillance 

R&D solutions 

Developing recycling, recovery, transportation and saving of helium 

• exploring larger high-pressure or cooling cryocontainers 

with larger liquid nitrogen tanks 

• investing in closed-cycle technologies 

• exploring alternative materials (exhibiting superconductivity) 



 

 

  

 

 

 

  

Risk assessment and foresight 

Mapping the existing and potential helium resources and 

reserves, transportation routes and uses of helium 

• anticipating likely fuctuations in the global availability 

Behavioural and policy changes 

Levying pollution taxes on products whose manufacturing relies on minerals 

Enhancing communication between diferent stakeholder groups 

• creating fexible remits for ministries 

• placing relevant ofcials in an open ofce space with a shared intranet 
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5. ENHANCING SWEDEN’S NATIONAL 
PREPAREDNESS UP TO 2030 

Björn Cappelin, Liisa Kauppila and Ines Söderström 

Swedish attitudes to economic interdependence have changed funda-
mentally in the past few years. Since the late 2010s, European discussion 
on strategic company acquisitions, the Covid-19 pandemic and Russia’s 
massive-scale attack on Ukraine have made Swedes acutely aware of the 
risks of foreign investments and overdependence on foreign suppliers of 
critical goods. Given China’s distinctive investment practice and strong 
role in global supply chains, it is unsurprising that especially Chinese 
FDI and China dependencies have become perceived as security risks.178 
Moreover, although most China-related dangers and harms are looming 
possibilities that may – or may not – afect Swedish society in the future, 
the Swedish views have also been shaped by some realized deals in the 
country’s strategic industries, including electronics and steel production. 
In the local media, these acquisitions have been connected to transferring 
sensitive knowledge and products with dual-use potential to the Chinese 
state.179 

To respond to changing national threat perceptions, the Swedish gov-
ernment is increasingly seeking to tackle risks before they materialize as 
dangers. In essence, it is acting on the basis of a possible future in which 
economic interaction – especially with China – may threaten Sweden’s 
national security and supply of critical goods. Most notably, it has adopt-
ed a national FDI control mechanism, a screening system for foreign 

178 Bohman and Nymalm 2020; Mattlin and Rajavuori 2023. 

179 See, e.g., Forsberg 2018. 
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investments to protect Swedish security interests180, which will consti-
tute one of the EU’s most extensive investment screening mechanisms 
when it comes into efect in December 2023.181 Given that for decades, 
Sweden upheld an open economy and had no mechanism to regulate 
foreign investments, this marks a clear shift in its national strategy. Due 
to the fast-paced nature of such changes, it is necessary to engage the 
whole of society in a critical debate on the preferable means to practise 
the “politics of preemption”182 – not least because this process also con-
tributes to shaping Sweden’s identity in the future. 

In this chapter, we seek to contribute to Sweden’s national debate by 
providing tangible expert insights into mitigating China-related risks in 
Sweden’s energy industry and digital economy. Te views were gathered 
in an on-site Delphi workshop in Stockholm in October 2022. As a joint 
Swedish-Finnish activity, the workshop built on the ForAc project’s 
Finnish Delphi exercise and the local knowledge and networks of the 
Swedish National China Centre of the Swedish Institute for International 
Afairs. As such, the workshop sought to raise awareness and discussion 
on short- to mid-term risks among a panel of 16 experts from Swedish 
ministries, government agencies, academic institutions and business as-
sociations.183 Te Swedish case also diversifed the overall theme of small 
state preparedness by providing views from another Nordic small open 
economy that shares evident similarities with Finland but also difers 
from it in some crucial respects. Most notably, Sweden’s “activist” foreign 
policy culture and declarative discourse difers from Finland’s pragmatic 
tradition.184 Sweden’s supply security governance is also distinctly dif-
ferent, albeit Sweden is currently rebuilding its approach – a process in 
which Finland’s network-based model serves as an inspiration.185 

Tis chapter will begin with a brief overview of the workshop process. 
We will go on to analyse Swedish expert views on managing China-related 
supply disruptions in the wind power industry. We will then proceed to 
their suggestions on tackling national security risks related to the digital 
economy. We will conclude the chapter by situating the views expressed 
in the workshop within larger trends in Swedish foreign policy culture 
and discussing the limitations of its fndings. 

180 Lagrådsremiss: Ett granskningssystem för utländska direktinvesteringar till skydd för svenska 
säkerhetsintressen [Referral to the Council on Legislation: A Screening System for Foreign Direct Investments 
to Protect Swedish Security Interests]. 

181 Cf. Kauppila and Cappelin 2023. 

182 De Goede 2008. 

183 See the Appendix for a more detailed description of the selection and composition of the panel. 

184 Dahl 2006; Tiilikainen 2006; Mattlin 2020. 

185 Wigell et al. 2022b. 
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Te Swedish Delphi workshop 
Over a period of three hours, the Swedish experts were presented with 
two comic strip-format threat scenarios. Tese scenarios were adjusted 
from the Finnish exercise to suit the Swedish context. Te workshop was 
divided into two structurally similar sessions, both of which began with a 
brief oral introduction. After that, the experts entered the eDelphi online 
platform with their own devices to read the comics and anonymously 
propose186 means to prevent the depicted developments from unfolding. 
Te views they shared appeared on-screen in real time. An open discus-
sion then followed, and, fnally, the experts edited and complemented 
their original answers. 

Te unconventional workshop format allowed the panellists to express 
their views both orally and anonymously in written form. Te initial 
round of online answers gave the experts the opportunity to consider and 
structure their views. Te oral discussion then opened the foor for more 
interaction and elaboration of the themes taken up online. Tere was room 
for spontaneous reactions, and some completely new themes were also 
raised. In editing their original answers after the oral part, most experts 
either complemented their views or added new perspectives. Some initial 
ideas were also deleted from the platform. 

5.1. SANCTIONS ON MATERIALS, COMPONENTS AND MINERALS 
NECESSARY FOR THE GREEN TRANSITION: WIND ENERGY IN 
2030 

Te frst scenario highlights the much-debated issue of European de-
pendency on Chinese materials, components and minerals for the green 
transition. By focusing on Sweden’s wind power industry, the scenario 
elaborates on what the consequences to Swedish society may be if Sino-EU 
relations take a deep downturn, and China weaponizes its dominant po-
sition in the global production chain of wind power turbines. 

Currently, approximately 19% of Sweden’s electricity production is 
generated by wind power. By 2025, its share is expected to rise to 26%.187 
After that, the expansion of capacity is expected to fatline, meaning that 
it will likely remain at that level in the run-up to 2030, the year of the 
scenario. 

186 In practice, the platform enabled the panellists to type in their answers without revealing their identity. 
In this way, it was impossible for others in the room (including the facilitators) to know which answers 
belonged to whom. 

187 Energimyndigheten 2023. 
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Te companies that dominate Sweden’s electricity production are 
both domestic and foreign domiciled, with Vattenfall and Skellefteå Kraft 
(Sweden), Fortum (Finland), Uniper (Finland/Germany) and Statkraft 
(Norway) being the dominant actors.188 In contrast to Finland, however, 
foreign companies own the majority of Sweden’s wind power parks. By 
2024, approximately 65% of total wind energy production in Sweden is 
projected to be owned by foreign companies, with 6.6% being owned by 
a Chinese state-owned company, China General Nuclear Power Group 
(CGN).189 

Despite the relatively small percentage share of China’s ownership in 
Sweden’s overall energy infrastructure, its clear foothold in Sweden’s 
wind power industry has led to heated debates. Concerns have been raised 
about potential dependencies and supply chain bottlenecks that could 
impact Sweden and Europe’s green transition, given China’s advanced 
capabilities in green technologies.190 

188 Energiföretagen 2023. 

189 Svensk Vindenergi 2022. 

190 See, e.g., Sundqvist and Lindberg 2022, 27; Wiechel 2021; Fagerström 2022; Cirkulation 2022. For a more 
detailed discussion on China’s role in the global wind power industry, see Chapter 3 in this report. 
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Te scenario sparked several comments online and was actively comment-
ed on in the open discussion. In addition to proposing concrete means to 
reduce dependencies, the panellists also emphasized broader issues that 
Sweden is faced with in managing these risks. In essence, the scenario 
was seen to highlight an intricate governance problem that points to a 
difcult balancing of priorities: climate targets cannot be compromised, 
recent developments call for enhanced national security capabilities, and 
electricity consumption is increasing even if there is a supply crisis in the 
energy market – as was the case at the time of running the workshop. In 
a similar vein, the scenario sparked broader thoughts about the future of 
collaboration with China. Intriguingly, in this regard, the issues raised by 
the panellists ranged from the need to advance democratization in China 
to what was called the “unmentionable alternative”: lying fat, respecting 
China’s interests and thereby keeping China happy. 

Expert suggestions 

Diversifcation of sources and increasing self-reliance 
Te majority of experts underlined the need to enhance the control of 
critical supply chains through diversifcation and increasing self-reliance 

– in the spirit of better strategic autonomy for Sweden, as one panellist 
conceptualized. In this way, the risks of relying on one dominant supplier 
country of critical materials or goods could be mitigated, authoritarian 
states being particular cases in point. Yet, given that the diversifcation of 
sources of origin may be difcult and take time to achieve, a short-term 
response could be to carefully manage the relations with dominant sup-
pliers. In practice, this would mean managing the relations with China 
to avoid situations in which supply chain vulnerabilities could be weap-
onized. 

Te domestic supply of critical raw materials was viewed as a way to 
increase Sweden’s self-reliance, and several experts pointed out that 
Sweden and Finland have a unique access to minerals and raw materials 
(iron ore, gold, rare earths, nickel, cobalt etc.), which makes it possible 
to reduce dependencies on China – especially since the two countries are 
among the few in the EU to actually encourage mining. Te panellists also 
argued that Sweden should improve its capacity to recycle rare earths, 
invest in research to initiate technological innovations and hence reduce 
the demand for certain rare earths. In allocating these resources, it was 
seen crucial to note that politicians often have a hard time anticipating 
the technologies of the future; however, this risk should be lower with 
raw materials than with industrial policy, for example. 
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Te diversifcation of Sweden’s energy portfolio was also highlighted, 
and some participants saw the current energy crisis as an opportunity 
to accelerate it. Moreover, nuclear power generating capacity could be 
expanded, and EU-level coordination could be enhanced through such 
measures as a common energy strategy, legislation and energy supply, as 
a few experts proposed. 

Legislative and regulatory changes 
Several experts underlined that Sweden needs legislative and regulatory 
changes to mitigate the risks stemming from foreign dominance of key 
supply chains and ownership of wind power parks. For one, the need for 
the upcoming legislation for screening FDI was underlined. It should, as 
will be the case, include acquisitions and investments in the energy sector. 
Te legislation should also cover concentration of ownership to avoid 
situations in which a specifc country ends up dominating an industry 
or a sector. One expert also highlighted that municipal and county-level 
decisions on investments should be subject to national security analysis. 
Tis is because local decision makers may lack the “big picture”, and hence 
they need guidance from competent authorities. 

Another proposal made by multiple experts was the reform of min-
ing-related permit processes and environmental legislation. It was ar-
gued that the current legislation protects people and nature but does not 
capture supply security considerations. Changes would be needed to 
make it more attractive to invest in the Swedish energy industry. Yet, it 
was acknowledged that these measures would not ofer instant returns: 
it takes 10 to 20 years from the initiation of permit reforms to large-scale 
extraction and refning. Terefore, such changes should always be com-
plemented with other means. 

Awareness raising and foresight 
Awareness raising and foresight activities were also proposed as means 
to manage the risks depicted in the scenario. Some experts argued that 
Sweden lacks a commonly shared view of critical and strategic depend-
encies, which should be grounded in a clear understanding of what Swe-
den’s needs are. Once such an understanding was established, it would be 
possible to know which materials are critical in diferent sectors. As the 
experts argued, this analysis should be made by the state, but in dialogue 
with the private sector. Here the National Emergency Supply Agency of 
Finland was proposed to be viewed as a source of inspiration.191 

191 Te National Emergency Supply Agency (NESA) is a central government organization operating under 
the Ministry of Economic Afairs and Employment of Finland. It is tasked with carrying out planning and 
operations related to the maintenance and development of Finland’s security of supply. 
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Te importance of national unity – across the political spectrum and 
between the public and private spheres – was also emphasized in broader 
risk assessments, which should focus not only on dependencies but also 
on geopolitical risks and the origins of capital. As one expert proposed, 
one way to reach out to a wide range of actors would be to contact indus-
try associations. Some experts also argued that Sweden should explore 
institutional arrangements that facilitate long-term thinking and deci-
sion-making, such as the Swedish Defence Commission.192 Among other 
things, this would contribute to the long-term development of Sweden’s 
mining industry especially if the above-mentioned legislative changes 
were made. On a more general level, such institutions would alleviate 
a weakness characteristic of democratic systems: the lack of long-term 
vision beyond each election cycle. 

Moreover, it was argued that in awareness raising and policymaking, 
critical dependencies should be separated from less critical ones; yet it 
was not specifed how such decisions should be made and by whom. One 
panellist, for example, held the view that the proposed problems with the 
deliveries of Chinese-owned wind power parks would be smaller because 
the parks could be nationalized or foreign owners “forced” out if need be. 
From his point of view, a more acute problem was Sweden’s dependency 
on China’s critical inputs in the supply chain. 

Finally, it was emphasized that awareness should also be raised more 
generally on China’s behaviour. For example, the actual efcacy of Chi-
na’s economic coercion should be analysed. Moreover, given that China 
uses economic coercion in ways that afect trade, such as in the Lithua-
nian case, it was suggested that the West should be familiar with China’s 

“red lines” – and, at the same time, be aware that they cannot always be 
trusted to be consistent. 

Shaping market conditions 
Making changes in market conditions – the economic environment for 
business – could also contribute to reducing over-reliance on foreign 
suppliers. A few experts underlined that the new FDI controls may result 
in a loss of FDI infow, and the legislative reforms should hence be comple-
mented with changes that facilitate access to alternative sources of capital. 
Tis would be crucial in keeping up a balance between the mitigation of 
security risks and a healthy economic environment for businesses. As one 
expert put it: “if foreign ownership is limited, new sources of fnancing 
must be identifed to fnd the necessary capital. Nothing is for free!” 

192 Te Swedish Defence Commission (Försvarsberedningen) is an advisory body consisting of all political parties. 
It is tasked with long-term defence policy planning and meant to ensure some continuity over election cycles. 
See https://www.regeringen.se/regeringens-politik/forsvarsberedningen/ (in Swedish). 

https://www.regeringen.se/regeringens-politik/forsvarsberedningen
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Although it is the companies themselves that should be concerned 
with the origin of capital and seek alternative investors besides China, 
sometimes state intervention is needed to break market dominance and 
reduce dependencies on one foreign actor. Tis is especially the case if 
the risks of concentration are major, which was emphasized by one ex-
pert: “state measures need to be taken to increase diversifcation where 
political risk cannot be priced at company level, and where the risks at 
a societal level are too great”. As an extension of this argument, it was 
also pointed out that certain parts of the economy may even need to be 
re-regulated if market actors cannot be trusted or expected to make the 
necessary decisions. It was added that such a line of action would need 
to be supported by a thorough economic analysis. 

Trade policy 
Some experts argued that it is necessary to push politically – both bilater-
ally against China and in multilateral trade fora – for a level playing feld 
and reciprocity in trade and market access. In the absence of this, puni-
tive tarifs should be considered on state-subsidized imports from China. 

Generally, it was argued that subsidized production in China is the basic 
problem – and that it may not be reasonable to aim at beating China at its 
own game. Instead, the West should focus on its advantages and strengths. 
Tis is because, as one expert put it, “rare earths are not so rare. But it’s 
not possible to extract them everywhere in the world at prices that can 
compete with China”. According to one panellist, Western countries them-
selves are partly to blame here: they have not been tough enough in their 
negotiations with China on production-related environmental degradation, 
for example. Yet, as a counterargument, some experts also emphasized that 
it would be too risky to wait until China dominates the market in existing 
and prospective technologies such as batteries. Consequently, some form 
of state intervention may also be needed in Western countries. 

Intriguingly, trade policy was also viewed as a means to coexist with 
a more authoritarian China. Given that trade between countries creates 
economic interdependence, policies that encourage mutual trade relations 
may help in avoiding conficts; yet the most sensitive sectors – whatever 
they are at any given time – could be ruled out from this. More still, in 
the spirit of the “change through trade” paradigm193, this comment was 
extended by suggesting that we should not stop thinking that we can 
afect democratization in China – although we should also be prepared 
for the opposite. 

193 Te concept of “change through trade” (Wandel durch Handel in German) maintains that trade and 
commercial relations with authoritarian states such as China will eventually lead to their democratization. 
See, e.g., Barkin 2020. 
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5.2. ACQUISITIONS OF COMPANIES THAT GATHER PERSONAL 
DATA: MOBILE GAME COMPANY IN 2027 

Te second scenario brings under scrutiny another major debate in Si-
no-Western relations: the potential mis- and dual-use of foreign-owned 
products, devices, data and real estate obtained through acquisitions. It 
focuses on the potential misuse of data gathered by the online applications 
of a Chinese-owned mobile game company, whose hit product was devel-
oped by the company’s previous Swedish owners. As such, the scenario 
elaborates on the particular risks associated with authoritarian states’ 
close state-business relations and the fuzzy ownership arrangements 
that characterize the global economy. 

Te digital economy has gained prominent ground in the daily lives 
of Swedes. Yet the increasing awareness of risks associated with data 
transfer through technologies such as gaming and entertainment apps 
is fuelling domestic debates. According to the upcoming  national FDI 
screening legislation, investments in operations that involve the process-
ing of sensitive personal or localization data will be subject to screening 
in Sweden.194 However, the precise scope and extent of the review pro-
cess, including whether it would include mobile applications and games, 
remains uncertain. 

Chinese companies have emerged as strong players in various domains 
of the digital economy, including telecommunication infrastructure, 
digital consumer products manufacturing and digital platform develop-
ment. Te country’s prominence in the digital economy is attributed in 
part to its sizable domestic market in terms of users and data generation. 
Notably, in April 2020, the Chinese government ofcially recognized 
data as a distinct factor of production alongside land, labour, capital and 
technology.195 In 2021, the Swedish gaming industry consisted of 785 
companies that generated over 5 billion euros in revenue.196 Additionally, 
based on a 2023 mapping by the Swedish Defence Research Agency FOI, 
six gaming companies in Sweden have been acquired by Chinese entities 
since 2002.197 Moreover, it is clear that there is potential for signifcant 
large-scale buyouts to be made in the future, as Tencent’s 8.4 billion euro 
acquisition of the Finnish Supercell in 2016 gives grounds to anticipate. 

194 Lagrådsremiss: Ett granskningssystem för utländska direktinvesteringar till skydd för svenska 
säkerhetsintressen [Referral to the Council on Legislation: A Screening System for Foreign Direct Investments 
to Protect Swedish Security Interests]. 

195 National Development and Reform Commission of the PRC 2020. 

196 Swedish Games Industry 2023. 

197 Almén 2023; Hellström et. al 2019. 
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Te scenario generated many replies online and was actively commented 
on in the open discussion. Multiple experts highlighted the gaming indus-
try’s economic weight, and that foreign online applications and platforms 
have been underestimated as an arena for political infuence attempts. 
It was also underlined that gaming often comes with communication 
options between players, which adds to the layers of information that 
can be extracted from these platforms. Moreover, it was pointed out that 
more extensive investments in foreign gaming companies would increase 
China’s international reach greatly since Chinese social media itself has 
very limited global popularity outside the Chinese diaspora. At the same 
time, it was questioned whether Chinese companies would be allowed to 
hold on to their stakes in foreign companies under Xi Jinping’s policies 
directed at technology companies and the private sector. 

Expert suggestions 

Legislative changes and regulatory eforts 
According to multiple panellists, the gaming industry has not received 
enough regulatory and legislative attention in comparison with other 
digital economy domains. Generally, the General Data Protection Regu-
lation (GDPR) was seen as an indication that the EU regulatory landscape 
is moving in the right direction. Yet, the GDPR should be enforced by 
tougher sanctions to protect personal data and deter state-backed actors 
from misusing it. As one panellist proposed, a fne of four per cent of 
the annual turnover could be imposed. Some panellists also questioned 
whether the GDPR is, after all, a sufcient means to deter this kind of 
behaviour: Chinese companies could follow the rules but still have a back 
door open for the Chinese government. Moreover, it was underlined that 
the GDPR only deals with personal data, and non-personal sensitive data 
such as data emanating from connected devices (IoT) in cars, watches, 
aeroplanes and so on should be taken into account when seeking means 
to protect data from misuse. 

On a more general level, several suggestions were made to improve 
EU-level regulation. One expert proposed the development of a common 
EU regulatory efort to facilitate better risk assessment of foreign, par-
ticularly Chinese, applications and online services. Moreover, multiple 
panellists argued that when it comes to using the data, further EU-level 
regulation of online activity would be necessary. For one, stricter data 
localization requirements should be in place to limit data access out-
side of the EU, regardless of who owns the application. Geo-localisation 
could only be allowed when an app is being used. Legal standards should 
also be set to make terms and conditions more accessible so that people 
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understand what they agree to when they share their personal data. More-
over, in the future, data could potentially be seen as a dual-use product, 
which would thus change the way in which the feld is regulated. 

Some experts also argued for developing the upcoming national FDI 
screening mechanism to include investments in all companies that possess 
large amounts of data. However, others pondered whether the issues of 
data breaches and the use of geo-localisation data near sensitive instal-
lations should be tackled through security policy rather than investment 
screening tools. Overall, it was pointed out that re-establishing sover-
eignty in this area is difcult, and the creation of data spaces with more 
control over secondary use will be necessary. 

In many expert contributions, China was seen to constitute a particular 
motivation for legislative and regulatory eforts. It was highlighted that 
Sweden is very interwoven with China in data fows, and China is a special 
case with its technological capabilities and capital reserves. Tese factors 
were seen to make the issue of Chinese actors’ intent especially relevant. 
In this context, it was also highlighted that Finland’s and Sweden’s NATO 
memberships are likely to add to the pressure from the US to see China as 
a threat. Yet some experts also emphasized that foreign ownership always 
carries the kinds of risks depicted in the scenario – and that Swedish own-
ership does not guarantee a “safe” space either. With Swedish-controlled 
applications, however, they proposed developing cybersecurity practices 
as the major way to tackle the risks. 

Finally, in contrast to all the suggestions on addressing the China threat 
through stricter legislation, one expert asked thought-provokingly what 
such changes would do to Western societies themselves: “Open market 
economies have probably gained the most from globalization, but how 
do we deal with our own openness? It is constitutionally guaranteed!” 

Awareness raising and behavioural changes 
Te consensus among the experts was that enhancing awareness of data 
collection and usage is crucial, and such eforts should be targeted at the 
demand side rather than the supply side because it will – most likely – be 
the consumer who bears the risks. According to some experts, public 
awareness campaigns about data security and usage could be efective. 
For instance, the public could be educated about "free" applications that 
actually proft by collecting data from the user. 

On a general level, the target audience for awareness raising should be 
both individuals and companies. At the same time, behavioural changes 
should be enacted – although some experts acknowledged the difculty of 
adopting them. Intriguingly, one panellist also held the view that raising 
awareness of Chinese ownership might result in users’ losing confdence 
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in apps and platforms, which, in turn, could potentially have devastating 
consequences for these businesses. Finally, it was emphasized that aware-
ness raising should not focus too much on ownership structures because 
it might cause other ways of data tapping to be neglected. 

R&D solutions 
Some panellists proposed technological solutions to help prevent or ham-
per the misuse of sensitive personal data. On a general level, innovations 
were called for to tackle issues regarding data protection and safety. More 
specifc suggestions included technological solutions to allow geo-lo-
calisation only when apps are used and to restrict access to augmented 
reality (AR) games when playing near critical infrastructure. Further an-
onymization of sensitive data was also considered as a means to mitigate 
the risk of misuse. 

Shaping market conditions 
Some experts also suggested the shaping of market conditions to make the 
use of data-gathering applications safer without extensively restricting 
the operations of companies. Tis was seen as a more realistic solution 
than awareness raising because gaming companies are often start-ups 
in need of capital, which makes them neglect the risks of acquisitions. 

According to one expert, the gaming market may, in any case, become 
more fragmented due to current political trajectories in China and the 
US, Chinese eforts to regulate the digital economy, and requirements 
to localize data. Tis, in turn, may weaken the power of large platform 
companies and hence allow for new actors to emerge. 

Some experts also argued that market conditions could be shaped by 
infuencing the way China behaves in the gaming market. One panellist 
underlined the importance of communicating to China that its aggressive 
corporate practices and political control of enterprises are harmful to Chi-
na’s own economic development. Terefore, he went on to argue, China 
should reduce the level of state involvement in private business practice. 

5.3. DISCUSSION 

Te Swedish Delphi exercise focused on two threat scenarios built around 
the concerns that China will have the ability and the desire to weaponize 
critical dependencies and create security risks through its FDI practice 
in the future. Generally, most participants suggested an active approach 
to tackling these issues through legislative changes, awareness raising, 
domestic market reforms and international diplomacy, especially in the 
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feld of trade. Notably, several panellists expressed a sense of agency vis-
à-vis China by making suggestions that implied confdence in negoti-
ating with, infuencing and even pressuring the country – to the extent 
that taking these actions would induce changes in Chinese practices and 
Chinese society. Although such views may refect Sweden’s activist and 
declarative foreign policy discourse and identity as a “moral superpow-
er”198, they may also have been shaped by the composition of the panel 
and the workshop’s way of posing problems. Since the majority of the 
participants were state ofcials, they might have been inclined to envi-
sion broader – diplomatic and social – risk mitigation means, instead of 
more sector-specifc or company-level methods. Te same applies to the 
intriguing suggestion of lying fat and avoiding antagonizing China: it was 
probably raised more for the sake of argument or even as an expression of 
frustration in the face of the difcult situation presented in the scenario. 

In many responses, China was viewed as a particular threat or at least a 
special challenge. Only a few panellists explicitly underlined the broader 
nature of the risks depicted in the scenarios. Tis is in line with Sweden’s 
increasingly wary and negative China perceptions, but also indicative 
of the composition of the panel. For state ofcials, conficts are often 
considered to be built in the relations between actors, and, therefore, 
the nature of the partner is a key variable. Such a way of thinking difers 
clearly from the views of sectoral experts and entrepreneurs, who may 
defne the problem in a more country-neutral and issue-specifc manner 
by emphasizing the technical vulnerabilities of online applications, for 
example. For these reasons, it is important to further underline the most 
important limitation of Delphi exercises: the results only represent the 
views of the panel at hand and can never be generalized. 

In the face of increasingly negative China threat perceptions – which 
this exercise may not only have revealed but also unintentionally strength-
ened – it is also essential to stress that the making of Sweden’s nation-
al strategy of preparedness is not only indicative of its identity; it also 
shapes what Sweden will be like in the future. Terefore, and although 
the security risks are actual and real, caution should be exercised when 
seeking to tackle China-related risks by all means necessary, even in ways 
that compromise the foundational values of Western democracies – as 
one of the participating experts pointed out at the workshop. Te key to 
succeeding in this task lies in one of the most viable features of Swedish 
culture: continuous discussion and debate. 

198 Dahl 2006. 
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Enhancing Sweden’s national preparedness: Key takeaways 

Diversifcation of sources and increasing self-reliance 

Encouraging domestic mining 

Investing in recycling of rare earths and developing alternatives for them 

Diversifying Sweden’s energy portfolio 

• Expanding nuclear power generating capacity 

Enhancing EU-level coordination on energy issues 

• Developing a common energy strategy, regulatory framework and supply 

Legislative and regulatory changes 

Developing national FDI controls 

• Screening cumulative efects of investments 

• Including investments in companies that possess large amounts of data 

• Defning data as a dual-use product 

Initiating national security analyses on municipal-level decisions on investments 

Reforming national mining permit processes and environmental legislation 

Developing the EU’s regulatory framework 

• Enforcing General Data Protection Regulation (gDpr) with tougher sanctions 

- imposing a fne of four per cent of the annual turnover 

• Regulating non-personal sensitive data, including data 

emanating from connected devices (IoT) 

• Setting standards to make terms and conditions more accessible 

Awareness raising, foresight and behavioural changes 

Enhancing public risk awareness 

• With a focus on 

- public awareness campaigns about data security and usage 

- forming national unity in broader risk assessments 

- enhancing understanding on China’s actual behaviour and practices 

Mapping critical and strategic dependencies and technologies 

• Defning which materials are critical in diferent sectors 

• Using the National Emergency Supply Agency of Finland as a source of inspiration 

Initiating institutional arrangements facilitating long-term decision-making 

Shaping market conditions 

Incentivising alternative forms of investments 

Encouraging state intervention and re-regulation of parts of the economy 

Infuencing China’s behaviour 

• Emphasising the risks of China’s practices to its own economy 

Trade policy 

Pushing politically for reciprocity in trade and market access 

Initiating punitive tarifs on state-subsidized imports 

Using trade policy as way to coexist with China 

R&D solutions 

Developing geofencing solutions 
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POLICY IMPLICATIONS AND 
CONCLUSIONS 

Mikael Mattlin, Shaun Breslin, Elina Sinkkonen, Liisa Kauppila 
and Matt Ferchen 

Globalization ushered in a golden age for interdependence and belief in 
the ability of cross-border capital fows and relatively free markets to 
deliver prosperity and indirectly reduce conficts. Enterprises took full 
advantage of the opportunities they were ofered. Te grand-old lady 
of International Political Economy (IPE) Susan Strange199 asserted that 
transnational corporations (TNCs) were key actors in the promotion of 
globalized production. She argued: 

[T]his has not happened entirely by accident. Te shift from state 

authority to market authority has been in large part the result of 

state policies. It was not that the TNCs stole or purloined power 

from the government of states. It was handed to them on a plate – 

and, moreover, for “reasons of state”. 

Strange went on to argue that even the US government could not contain 
the forces it had unleashed, and that even the world’s most powerful 
government found its options constrained by the actions of TNCs. But this 
should not obscure the fact that the original liberalization of the economic 
structure was based on political choice and government decisions that 
served the interests of a subset of national actors. 

In recent years, scepticism with regard to the advantages of interde-
pendence has grown. Rather than promoting security, interdependence 
has come to be seen as a cause of insecurity and an element in conficts. 
Consequently, governments have shown an increasing willingness to claw 

199 Strange 1996, 44-45. 
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back power from enterprises, in the process attempting to reduce risks 
in globalized supply chains.200 

In an environment characterized by a lack of trust in the motives of 
key global actors, especially small states are vulnerable to the vicissi-
tudes of major powers’ geoeconomic competition. As established in the 
introduction, small states are less able to dictate the global structure in 
which economic interactions take place and are more often system takers 
than system shapers. How, then, can small states shield themselves from 
adverse consequences and enhance their preparedness? 

Tis report has taken a deep dive into a bundle of issues related to 
small state preparedness. Te Finnish and Swedish backcasting exercises 
discussed in the previous chapters brought together 113 notable sectoral 
experts and generalists to immerse themselves into a set of imaginary 
future situations manifesting small state vulnerabilities. By raising risk 
awareness through comic-format scenarios and discussing alternative 
ways to respond to the challenges described in them, the exercises sought 
to contribute to Finland’s and Sweden’s national debates on their leeway, 
role and available coping strategies in the new cold war. Given the cross-
roads at which both countries currently stand, facilitating such an itera-
tive process was of crucial value in itself in both countries. Yet the fndings 
of the panels also raise some fnal thoughts on the broader phenomenon 
of small state preparedness. In this conclusion, we focus on these general 
observations and also discuss some methodological lessons learned. 

Overall, the empirical cases presented in this report showcase that 
small state preparedness is a two-way street: the quality of one’s own pol-
icies, practices and behaviour shape one’s readiness to act and contribute 
to defning the space in which risks are both constructed and materialize. 
Yet, at the same time, the specifc variables of a given external risk envi-
ronment do defne – and limit – the leeway that a small country has in 
responding to potential threats. While our limited set of scenarios – nine 
in Finland and two in Sweden – could not possibly cover the entire nexus 
of internal and external environments exhaustively, they nevertheless 
help to draw a broader picture of the relevant phenomena. In other words, 
this report contributes to understanding small state preparedness by 

200 For its part, China has consistently maintained state ownership and control over what it considers the 
“commanding heights” of the economy in key sectors. Despite the widely shared view that the party-state 

role in the economy has grown under Xi Jinping (see, e.g., Pearson et al. 2022), other scholarship highlights 
the consistent role of industrial planning and state-owned enterprises as part of that planning (see Leutert 
and Eaton 2021). 
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1. grouping perceived risks under thematic categories and 
2. providing an ordinal scale of the leeway a small country has 

when faced with diferent types of risks 

Te thematic groupings highlight the diferent sectoral environments 
small states are faced with. Generally, based on the variety of the respons-
es given by our panellists to our three bundles of risk scenarios, small 
states seem to have the smallest leeway in navigating risk environments 
created by technological dependencies, whereas the toolkits to tackle the 
potential dangers of foreign ownership and supply disruptions are more 
extensive. Tere may also be other signifcant categories of risks that can 
be placed on this ordinal scale.201 

As all our cases indicate, small countries do have means to act although 
the proposed solutions may be partly in contradiction with each other. No 
single clear preferred direction of travel emerged, while a few suggestions 
were widely supported. Diferent issues and insecurities require diferent 
bespoke solutions, and what might work in one area is not necessarily a 
solution to other problems. What we have is a set of issue-specifc rec-
ommendations. Tese observations point to the need for fne-grained 
and nuanced functional analyses of diferent types of insecurities rather 
than a one-size-fts-all response that works across the board. Given the 
expertise and experience of our panellists, we were also somewhat wary of 
being seen to “out-expert the experts” in some way. Instead, we chose to 
present individual policy recommendations at the end of each substantive 
chapter (as key takeaways). 

Nevertheless, three main approaches towards enhancing small state 
preparedness emerged from our data: protectionism (or intervention-
ism), liberalism and technological optimism. We emphasize that these 
approaches are not only of heuristic nature but also contextual, that is, 
they are tightly linked to the small state perspective. In other words, 
someone who has here suggested solutions labelled as protectionist (or 
more positively, interventionist) might well support economic openness 
in principle but may, at the same time, feel that small countries cannot but 
follow the lead of great powers in their urge to impose tarifs and de-risk-
ify supply chains. Moreover, given the relatively liberal nature of our 
empirical settings – the Finnish and Swedish economies – basically any 
novel regulatory efort could be viewed as a shift towards protectionism. 

Protectionist/interventionist solutions would impose stricter leg-
islation on foreign ownership. Real estate acquisitions of all or certain 
foreign nationalities would be banned, or their screening would cover a 

201 Rühlig 2023. 
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wide range of countries of origin. As for FDI, not only acquisitions but also 
greenfeld investments would be screened in Finland as well (in Sweden, 
the soon-to-take-efect mechanism will already cover them). Venture 
capital investments would be brought under systematic scrutiny. Moreo-
ver, international trade would be restricted, tarifs increased and support 
provided for domestic or EU-level production through such means as 
subsidies and active industrial policies. Legislative changes would also 
be needed for the state to be able to intervene in business and, at the 
extreme, even take over the means of production if foreign ownership 
became an issue. 

Te United States has adopted a similar strategy in its relationship 
with China (with major policy initiatives such as the Infation Reduc-
tion Act and the Chips Act) and promoted this approach towards the EU 
countries as well, as a means of reducing China-related risks and inse-
curities. Interestingly, in high-tech issues, increasing neither domestic 
nor European self-reliance was generally strongly advocated. It is also 
worth noting that despite a growing concern about Chinese economic 
coercion, including at the formal G7 level, it is the United States that is 
increasingly acknowledged as having the most capacity, and willingness, 
to “weaponize interdependence” in the technology sphere.202 

Expanding the scope of supply stockpiling would also be a protectionist 
solution. Preparing for supply disruptions requires funds for stocks and 
their supervision. Furthermore, not all risks can be prepared for at the 
same time.203 Tere is always the possibility of “black swans” emerging 
that few saw coming. 

Tere needs to be an awareness and acceptance that putting more em-
phasis on national preparedness and reducing interdependencies will not 
be cheap either. How do you persuade commercial actors to think beyond 
proft motives in making their sourcing and production decisions? How 
do you get them to put a price on long-term national security considera-
tions? Such considerations are particularly difcult if competitors are not 
thinking and acting in the same way and thus potentially gain commercial 
advantage, at least in the short term. Some combination of carrots (fnan-
cial incentives to move production processes and/or supplies) and sticks 
(legislative action to force them to move) is needed to infuence corporate 
calculations. Still, this is likely to result in signifcant costs, at least in the 
short run, to both governments (economic incentives and subsidies) and 
consumers (increased prices and taxes). 

202 See Farrell and Newman forthcoming. 

203 Wigell et al. 2022b. 
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If governments turn towards protectionist solutions, they will need 
to do some calculations frst. How much will it cost to make a diference, 
and how much of an economic price are they prepared to pay (again, in 
the short term at least) for longer-term economic security? Tey will also 
need to hope that their electorates have done the same sort of implicit 
calculation and come to the same conclusion – especially as in the case of 
providing incentives, it will be public money that will be used to ensure 
private commercial profts. 

Conversely, those in favour of upholding a more liberal approach 
towards national preparedness attempted to solve the issues primarily by 
raising awareness of the risks of foreign ownership and changing people’s 
behaviour. For example, instead of limiting entrepreneurial freedom to 
decide where to sell one’s company, value-based considerations could be 
initiated to guide individuals’ choices when accepting investments and of-
fers. A national innovation strategy could boost domestic companies’ op-
erating conditions. Moreover, instead of banning certain foreign-owned 
applications, people should be taught to be “technology literate” to be 
able to use them wisely. Rather than tightening laws on foreign real estate 
acquisitions, it would sufce that the original inhabitants – such as the 
Indigenous peoples – were granted broader rights to govern their land. 

Te liberal solutions ofered by the panellists also included diversifying 
the sources of goods rather than outright blocking exports from certain 
countries. Adaptability and awareness of risks, rather than drastic changes 
in supply chains, were seen as the key. Instead of erecting direct trade 
barriers, market functioning could be improved. For example, the EU’s 
single market could be deepened so that it would ofer genuine scalabil-
ity opportunities for start-ups in the member states because currently 
start-up companies are often bought out early and often by enterprises 
from outside of the EU. 

Tese solutions are thematically related to the high-tech scenarios 
as regional resilience would be improved if the technology sector could 
be strengthened in Europe (which would reduce dependencies on both 
China and the US). Tis has been a problem especially in Finland, where 
typically promising medium-sized enterprises are sold to foreign buyers 
just before entering the business phase in which economies of scale kick 
in, and the company’s full market potential is realized. For example, a 
large number of the most important Finnish gaming and security software 
companies, as well as many companies operating in biomedicine, have 
been acquired by foreign companies over the past decade. A liberal solu-
tion would be to provide a supportive operating environment and realistic 
options for rapid business scaling by improving the single market and 
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capital market support.204 More difcult to change are the serious labour 
and skills shortages currently afecting both Finland and many other EU 
member states, including Germany, that may hamper growth potential, 
as well as socio-cultural traits that favour “cashing in” relatively early 
rather than continuing to expand and develop the company. 

Te third, more technologically oriented approach was to try to solve 
the issues with new innovations or technical solutions such as replacing 
antibiotics with new medicines, not buying Chinese rare earths but rather 
producing energy with SMRs, producing water purifcation membranes 
with 3D printing or searching for alternative materials to replace helium. 
Geofencing and coding could be used to prevent the risks created by for-
eign-owned applications and technologies that gather and transmit data. 
While much innovation comes from private sector funding, it is likely, 
as with protectionist measures, that future-proofng security-based in-
novation will have at least some fnancial implications for governments 
and/or consumers. 

When analysed in the context of the three risk categories of foreign 
ownership, supply chain resilience and technological dependencies, the 
broader positions of protectionism, liberalism and techno-optimism 
naturally face contradictions. Still, there were a few issues that were 
supported by many or even the majority of our respondents. Regarding 
the external environment, diversifcation was widely supported. In more 
concrete terms, diversifcation could be achieved with the help of im-
proved tendering rules that would better mitigate supply security risks 
by placing quality over price, taking geopolitical risks into account and 
allowing multiple winners in contrast to the currently dominant winner-
takes-it-all logic, which leads to overly concentrated supply chains. As for 
the internal context, a well-educated population and sufcient research 
funding will ensure that there is domestic expertise to tackle new tech-
nological and/or great power rivalry related challenges. Some legislative 
changes were also widely encouraged to be made, and especially real es-
tate acquisitions made by nationals of authoritarian states were proposed 
to be banned. Any regulatory and legislative eforts were also proposed 
to be complemented with balancing acts such as long-term leases and 
incentives to develop and acquire domestic products and companies. 

As should be clear by now, there are no right or wrong ways to enhance 
small state preparedness. Instead, there are diferent policy options whose 
desirability and feasibility divide the views of experts. Yet, judging from 
the public debate, it often appears that the only option left is to opt for a 
security-oriented and highly protectionist approach – especially because 

204 In this respect, Finland’s situation has improved in recent years, especially with regard to start-up fnancing. 
On a per capita basis, Finland’s venture capital fnancing is now one of the highest in Europe. 
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even the supposedly liberal United States is currently in the process of 
remaking itself as an increasingly protectionist country with activist 
industrial policies.205 Similar policy ideas are also currently in vogue in 
several larger EU member states. 

Australia, however, ofers a diferent approach. While the government 
has been seeking to mend fences with China through diplomatic means, 
Australian companies have actively sought to diversify their international 
relationships by fnding new sources of supplies and markets. In fact, the 
Australian case is one example of a relatively small state that opted for a 
largely liberal, and ultimately successful, response in the face of increasing 
trade pressure generated by a broader diplomatic and political dispute 
with China. Australia’s successful “resilience” when faced with such 
commercial pressure was largely a factor of China’s continued need for 
imports of key Australian commodities and Australian businesses’ ability 
to adapt and fnd alternative markets.206 

China itself has increasingly veered in a more protectionist direction in 
recent years, the highly security-focused 20th Party Congress work report 
from October 2022 being a case in point. Tis reminds us that changing 
production, trade and investment relationships is not the monopoly of 
Western governments and companies; decisions made in China will be a 
crucial determinant too, and at the very least, they may bring forward the 
time scale for action. Indeed, it is not impossible that thinking of China in 
a certain way might become a self-fulflling prophecy. If China is thought 
of as being potentially antagonistic in the future, and a large set of actions 
are preventively taken to change, restrict or stop investment and trade 
relations with China, this might well create the antagonism that was 
originally feared (or at least accelerate a vicious spiral of deteriorating 
relations),207 or a form of economic security dilemma.208 

It is also possible to refect on the diferences between the views ex-
pressed in the Finnish and Swedish panels and the methodological lessons 
learned from them. At the risk of oversimplifying, it can be argued that the 
sense of agency to infuence China’s future behaviour was stronger in the 
Swedish panel than in the Finnish exercise. More specifcally, more than 
a few Swedish experts underlined the ability to negotiate with China and 

205 Financial Times, 5 June 2023. 

206 See McGregor 2022. It is worth noting that the concept of “resilience” also features prominently in US 
discussions of supply chain recalibrations as part of enhanced competition with China. In contrast to 
Australia, however, the Biden administration has emphasized that American resilience is intimately 
connected to a more muscular industrial policy necessary to outcompete China, including the reshoring 
or “friendshoring” of semiconductor supply chains. For example, China appears 458 times in the Biden 
administration’s 2021 report “Building Resilient Supply Chains”. 

207 See Mattlin and Rajavuori 2023 on causal narratives related to perceived China risks. 

208 Bulman 2021; Moraes and Wigell 2022. 
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even to change Chinese practices. Such views were rarely expressed in the 
Finnish data. Tere may be various reasons for this. For one, the Swedish 
panel consisted mainly of state ofcials – practitioners of diplomacy and 
professional negotiators – whereas the Finnish panel was more diverse 
and often dominated by the views of sectoral experts. For the same reason, 
the Finnish exercise also sparked more detailed suggestions. However, it 
is also possible that the Swedish on-site setting inspired the panellists to 
come up with such bold views since they were “compelled” to propose 
something. A third option is that the views might truly refect the diferent 
foreign policy traditions of Sweden and Finland: the sense of agency to 
infuence China might have been a manifestation of Sweden’s declara-
tive and bold foreign policy discourse, which is diferent from Finland’s 
traditionally more pragmatic and cautious approach. 

Due to the large number of sectoral experts, the technologically ori-
ented approach was more prevalent in the Finnish than the Swedish panel. 
Protectionism/interventionism and liberalism were equally present in 
both panels, although the most extreme views were expressed in the 
Swedish exercise – possibly due to the above-mentioned methodologi-
cal reasons. Generally, it is intriguing that relatively little criticism was 
expressed about Sweden’s upcoming FDI screening mechanism, which 
can be interpreted as a major shift towards protectionism in one of the 

“bastions” of an open economy; some panellists even underlined the need 
to tighten its scope. In Finland, on the other hand, the opinions were often 
rather divided on whether the country’s relatively liberal legislation on 
foreign ownership should be tightened. Clearly, this discussion must be 
continued in Finnish society. 

Given the focus on Sino-US rivalry and China-related risks in particu-
lar, it is unsurprising that the responses of the panellists often underlined 
risks related to China. Tis is not to be taken as an indication of particular-
ly strong China threat perceptions among our panellists but as something 
that follows from the research design and case selection. Nevertheless, it 
should be noted that the Russian full-scale invasion of Ukraine most likely 
triggered some of the panellists to “roll up their sleeves” and envision 
drastic means to tackle China-related risks. Tis was most likely – and, on 
a few occasions, reportedly – motivated by the fact that, in essence, the 
China threat presented them with a danger that had not yet materialized 
and, in their view, could therefore be avoided with pre-emptive means. 
As such, the timing of the exercises enabled the panellists to make the most 
out of the empowering function of dystopian backcasting: the ability to 
use the approach to practise unwanted future situations and ways to avoid 
them. Yet, adopting dystopian backcasting also meant that the exercises 
might have strengthened China-related risk perceptions – to a degree 
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that was not intended. To that criticism, we respond by underlining the 
need to enhance what could be coined as “risk literacy”: the ability to 
detect, assess and question which of the constructed potential dangers 
and harms around us are possible, plausible and likely. 

Overall, according to the general standards of Delphi studies, both 
the Finnish and the Swedish exercises were successful. In Finland, the 
research team was able to secure a versatile, sizable and balanced panel 
of renowned experts. Notably, almost half of the sectoral experts were 
highly surprised when invited by phone to join the panel since they did 
not consider their expertise to be sufcient to assess risks related to Si-
no-US rivalry or China. Yet a vast majority of these experts participated 
actively and shared valuable sectoral insights. Generally, the panellists 
were highly engaged with the discussion, and many of them explicitly 
commented on the efectiveness of the comic strips to convey complex 
issues in an approachable manner. Simply put, the aim of the iteration 
was achieved, and we received a multitude of concrete suggestions on 
how to avoid the dystopian scenarios. Some of the scenarios also evoked 
emotional responses among the panellists (as they self-reported), which 
increases the likelihood of remembering the exercise later. Although the 
Swedish panel was smaller and its composition was more homogenous, all 
the above-mentioned qualities were present as well. Te unconventional 
online/on-site hybrid used in Sweden resulted in a particularly lively 
discussion, and such an application of the Delphi method could well be 
further developed in the future as it enables one of the key features of the 
Delphi method – the anonymity of responses – to be secured in on-site 
exercises. 

Finally, identifying potential ways of providing greater security in 
the future is merely a starting point. We have already pointed to the po-
tential economic costs that some of these solutions will likely entail and 
the decisions that will need to be made on what prices are worth paying. 
But there are also potential political costs to consider: what type of state 
and/or economy do Finland, Sweden and others (including some not-
so-small countries) wish to be? Are the measures that seem most likely 
to succeed in line with a preference for openness and internationalism, 
for example? In keeping with our defnition of small states, it is tempting 
to suggest that there might not be much of a choice to make: is it even 
possible to retain a commitment to liberal principles of openness when 
other more powerful global actors do not share that commitment? Several 
of the recommendations in this report do indeed have a relatively strong 
protectionist tinge. But not all of them. Tere are choices to be made, and 
in democracies, it is essential that decisions as big as these have legitimacy 
and a necessary degree of popular support and buy-in. Reports such as 
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this can thus form part of a very necessary process of expanding public 
awareness and knowledge, establishing a foundation for comprehensive 
stakeholder cooperation and dialogue between a range of diferent actors. 
Which options are likely to be politically the most acceptable, supportable 
and legitimate? 
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APPENDIX: THE DELPHI PROCESS IN 
FINLAND AND SWEDEN 

Liisa Kauppila and Elina Sinkkonen 

Tis appendix presents the methodological choices made in our Finnish 
and Swedish Delphi exercises in more detail. We elaborate on the specifc 
considerations of each step of the process. 

STEP ONE: SCANNING THE RISK ENVIRONMENT AMIDST 
CHANGING SECURITY SITUATIONS 

In exploring the risk environment, we conducted a forecasting exercise. 
On the one hand, we anticipated “risks”, that is, potentially dangerous 
future situations or developments faced by Finland and Sweden in a world 
of Sino-US strategic competition. On the other hand, we identifed “trig-
gers”, meaning factors or events that initiate sequences of events that may 
result in (potentially) dangerous outcomes. We forecasted both short- and 
longer-term risks: developments that could realistically unfold either 
within the next fve to seven years – from 2027 to 2030 – or signifcantly 
later, up to 2035. Naturally, anticipating longer-term risks was more 
difcult: the further in time we go, the more difcult it is to imagine 
potential dangers whose materialization is both possible and realistic. 

In practice, we organized two internal on-site and six online work-
shops to bring together the fndings of individual team members and 
beneft from group synergies. Our data and sources of inspiration included 
Nordic, Chinese and Western international media, ofcial documents and 
websites, reports, academic literature and expert interviews conducted 
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earlier to serve the broader aims of the ForAc project.209 Many of these 
sources are referred to in the context of each mini scenario. Te initial risk 
scan was also complemented with ideas shared by our panellists during 
the frst two questionnaire rounds. 

Although we conducted our scan without any pre-existing categories 
in mind, we examined the work of various institutions to ensure a com-
prehensive take on risks. For example, we found it useful to consider the 
Finnish National Emergency Supply Agency’s list of seven sectors criti-
cal to the functioning of Finnish society: energy, food security, fnance, 
logistics, industry, healthcare, and information society.210 

Te external security environment of Finland and Sweden changed 
radically during our risk scan as Russia launched a massive attack on 
Ukraine in February 2022. Although the most signifcant changes took 
place in Finland’s and Sweden’s relations to Russia and attitudes towards 
the North Atlantic Treaty Organization (NATO), the war also had an im-
pact on their threat perceptions related to China – not least due to Chi-
na’s partnership with Russia. While the immediate reaction of European 
countries was to minimize their economic ties with Russia, the public 
and policy discussion soon expanded to dependencies related to China 
and the country’s potential to “weaponize”211 those dependencies. Tis 
debate intensifed considerably in August 2022 when Sino-US relations 
worsened as a result of US House of Representatives Speaker Nancy Pe-
losi’s visit to Taiwan. 

While these developments in great power relations motivated our 
stakeholders to participate in the project’s expert interviews and the 
actual Delphi exercises reported here, they also shaped our own risk 
perceptions: the potential dangers related to dependencies on China and 
Chinese investments were emphasized. At times, our take on China-re-
lated risks was also directly inspired by Russia’s actions (e.g., real estate 
acquisitions). As we focused more on the dependencies and risks related to 
China, there was consequently less space to analyse those related to the US. 

Te short-term risks identifed during the scan ranged from depend-
ence on the supply of Chinese pharmaceuticals, rare-earth elements and 
critical green transition materials to foreign ownership of real estate with 
dual-use potential and Sino-American dominance in the manufacture of 
industrial components. Te longer-term risks included dependence on 
US-produced military technology and Chinese and American advanced 

209 14 interviewees were specifcally asked to identify risks faced by Finland and/or Sweden for the Delphi 
process. 

210 National Emergency Supply Agency (of Finland) 2023. Since the exercise was designed, the agency has added 
the private security service sector as an eight category. 

211 Farrell and Newman 2019. 
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health technology. Te triggers, in turn, included such developments 
as sanctions, extreme weather events and unforeseen incidents in third 
countries. 

Some of the identifed risks were ones that have been known for a long 
time, yet this knowledge has led to very little action (e.g., dependence on 
imported antibiotics), whereas others were potential dangers that small 
states may face only in the long term (dependence on Chinese advanced 
health technology). In other words, some risks were ones in plain sight, 
while others were of a more surprising nature. Tis variation highlights 
the general tendency of groups to be better at reacting to acute and intense 
threats than to gradually emerging threats212 – even when the feared end 
result of the latter would be as bad or worse than that of the former (i.e., 
the “boiling frog syndrome”). 

STEP TWO: STRUCTURING THE DELPHI PROCESS 

To structure the Delphi process, we formulated the framework presented 
in the introduction (Figure 1) and chose the empirical cases to be devel-
oped into mini scenarios. As for the framework, we clustered the antic-
ipated risks – the results of our scan in Step One – into groups of similar 
types of small state vulnerabilities. After that, we identifed those great 
power competences that contribute to their development. In this way, we 
created three (pairs of) categories that formed the basis of our analysis 
and the structure of our Delphi questionnaires. 

Most of the short-term risks identifed in our scan fell into the frst 
two categories, whereas the longer-term risks revolved mainly around 
technological dependencies. For this reason, it was clear that our sce-
narios would need to have at least two target years. However, given that 
navigating between short- and longer-term futures within the same 
questionnaire would be a great cognitive challenge, we decided to add a 
mid-term target year to make “mental time travel”213 smoother. In that 
way, each of the above-mentioned three categories was connected to one 
target year only, which also added clarity to the exercise. 

Since security risks created by great powers’ investment leverage were 
a highly topical issue of debate in both Finland and Sweden already at the 
time of starting the Delphi process, we chose the shortest time span for the 
related mini scenarios: 2027. In that way, the proposals of our panellists 

212 Epp and Herschel 2022. 

213 Cuhls 2017. 
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could also contribute to the ongoing reforms in Finland’s and Sweden’s 
approach to screening foreign investments and real estate ownership.214 

Although many of the identifed supply disruptions could take place 
immediately, the triggers with the ability to make these disturbances 
far greater are likely to emerge closer to 2030. For example, global heat-
ing-related extreme weather events will be more common then,215 and, 
presumably, the weaponization of choke points and hubs will most likely 
increase by the end of the decade as great power competition will further 
polarize the world. More specifcally, the Taiwan issue is likely to become 
an even hotter topic in Sino-Western relations by the end of the decade. 
Given that China is currently undergoing a transformation from being 
the world’s factory to being a high-tech superpower, and that many 
of the technological developments identifed in our scan have long lead 
times, 2035 was a sufciently distant target year for facilitating a nuanced 
analysis of small state vulnerabilities in the face of great powers’ core 
technology control. 

Having three mini-scenarios per questionnaire was considered to be a 
manageable task: we wanted to avoid “Delphi fatigue” resulting from too 
arduous and time-consuming processes. At the same time, we thought 
that the total of nine scenarios would provide a sufcient overview of 
diferent types of small state vulnerabilities for the panellists to consider. 
More specifcally, the total of nine cases allowed us to present the pan-
ellists with a wide variety of sectoral risks: our mini scenarios dealt with 
all but one of the sectors listed by the Finnish National Emergency Supply 
Agency as critical for the functioning of society (see Step One). Moreover, 
presenting the panellists with multiple scenarios in each broad category 
gave enough space for iteration: the panellists could build on the answers 
of the previous questionnaire rounds. 

STEP THREE: DEVELOPING QUESTIONNAIRES WITH DYSTOPIAN 
COMICS 

In Step Tree, we constructed the mini scenarios in two phases. First, we 
researched the issue areas of the scenarios and brainstormed their core 
elements: 

214 In Finland, the Act on the Screening of Foreign Corporate Acquisitions was amended in 2020, whereas the 
Act on Transfers of Real Estate Requiring Special Permission came into efect in the same year. Sweden’s 
FDI Act Lag om anmälan och granskning av utländska direktinvesteringar is estimated to come into efect 
in December 2023. Yet, there is pressure for further reforms as neither of the two countries screen venture 
capital investments, and Finland does not screen greenfeld investments. Moreover, there is no legislation 
restricting foreign real estate acquisitions in Sweden, although a preliminary proposal has been submitted. 

215 IPCC 2021. 
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1. the end-point, that is, the nature of the crisis or threatening 
situation faced by Finland/Sweden; 

2. key variables, especially the role of China and/or the United 
States; 

3. core trigger(s), meaning events or factors that initiate 
sequences of events that result in the crisis; and 

4. other key events that build the pathway from the future to 
the present. 

Since we asked our stakeholders to backcast from illustrated dystopias 
constructed by us, and thus “forced” them to consider very strong men-
tal images, it was crucial to ensure that our scenarios were sufciently 
plausible and convincing. Otherwise, the experts might have focused on 
arguing against or improving the image of the future itself216 – although 
the point of backcasting is to propose means to ends. We also explored 
preliminary means to avoid the depicted crises and added them to the 
scenario storylines; this strategy further stimulated the panellists to focus 
on their primary task. 

Second, we designed the actual storylines and plots of the scenarios 
with a comic artist. Te artist started from the premise that all the dysto-
pian futures should be brought onto the level of ordinary people and uni-
versal human emotions. In that way, the comics would be well-equipped 
to immerse all kinds of panellists in the future – be they businesspeople, 
state ofcials or researchers. From a survey research perspective, success-
ful immersion was important for validity: facilitating mental time travel 
allowed the experts to practise unconstrained futures thinking, consider 
the correct dimension of time and thus truly digest the puzzle they were 
presented with.217 Notably, we received plenty of positive comments 
about this: many experts felt that the scenarios “got under their skin” and 
made them think long term. In the actual questionnaire, the panellists 
were presented with both the comic format and a one-page backgrounder 
that summarized the research conducted on the issue area of the scenario. 
Tis enabled us to provide the most interested experts with additional 
knowledge in a more traditional manner. 

Te overall comic art format was also chosen to tackle survey and 
Delphi fatigue: a loss of interest in participating in yet another (Delphi) 
survey. Delphi processes are notoriously arduous, and it was likely that 
our panellists did not have only positive experiences of them. By pre-
senting the scenarios in a comic format and starting the process with a 

216 See, e.g., Zimmermann et al. 2011. 

217 Kauppila 2018. 



184  AUGUST 2023   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

    

 
 

 
 
 
 

 

 

I FIIA REPORT 

teaser promising “something diferent” (Figure 3), we sought to engage 
the panellists and attract their curiosity. 

Te actual questionnaires – and their instructions – were formulated 
with a heavy emphasis on the need to backcast. In other words, we used 
various methods to communicate that we were seeking to gain efcient 
means to avoid the dystopias – not estimations of the likelihood of the 
proposed scenarios. In addition to the above-mentioned stimulants in the 
storylines of the scenarios, we underlined that proposing means to avoid 
the dystopias did not indicate that the panellists agreed with their content. 
We also provided an open slot at the end of each scenario section to allow 
the panellists to argue against the dystopia itself, if necessary. In this way, 
the panellists were able to engage in backcasting and yet rest assured that 
their possible doubts about the image of the future itself were being heard. 

In addition to the research team members, six persons tested the 
questionnaires for clarity and functionality. Most of the test panellists 
had experience of conducting either Delphi exercises or other types of 
survey studies. Teir expertise also covered information technology and 
art meets science projects, which meant that the questionnaires were 
evaluated from diverse viewpoints. Overall, minor changes were made 
based on the test panellists’ comments. 

STEP FOUR: FORMULATING THE PANELS 

Te panels of experts were selected using an expertise matrix, a much-uti-
lized method for ensuring that relevant stakeholder groups and necessary 
types of knowledge are covered in a Delphi process (See Tables 2 and 3 
in the Appendix).218 In addition, we considered Kuusi’s qualities of ideal 
Delphi panellists: interest in thinking beyond one’s own feld of knowl-
edge and national context, ability to make local-global and past-pres-
ent-future connections and, perhaps most importantly, willingness to 
analyse trends from an unconventional perspective.219 Moreover, we 
paid attention to equal representation (gender balance) and, given that 
the exercise was performed in a comic art format, considered potential 
panellists’ reactions to such an exercise. 

218 Kuusi et al. 2006. 

219 Kuusi 1999. 
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STEP FIVE: RUNNING THE PANELS 

In Finland, the experts conducted the entire exercise on a Finnish open-
source online platform specifically designed for the Delphi method 
(https://www.edelphi.org/). Each questionnaire round had two phases. 
During the frst phase (eight days), the panellists entered the platform, 
read the comic scenarios and shared their initial answers. Since the exer-
cise was run in real time (answers appeared on the platform as they were 
written), most panellists had the chance to build their frst suggestions 
on the arguments of others. In the second phase (seven days), the panel-
lists were given the opportunity to read all the answers of the frst phase, 
comment on them and then, if need be, change their original answers. 
Overall, this two-phased real-time format was chosen to maximize the 
level of iteration, which is a key feature and a goal of any Delphi process. 
As for anonymity, the identity of the experts was not revealed at any 
point of the study. However, we – the facilitators – knew which answer 
belonged to whom. 

Te response rates for the questionnaire rounds were high for Delphi 
processes (based on logging onto the eDelphi platform: 92%, 78% and 
87%. Most likely, the telephone invitations, the repeated reminders and 
the comic art format enhanced the level of the panellists’ engagement. 

For our Delphi exercises, six broad categories of stakeholders were 
identifed (horizontal row in Table 2): research, business, independent/ 
civic sector, public sector, political decision-making, and citizens. As for 
decision makers, each round included stakeholders on a rough left-right 
spectrum. Although “citizens” may strike as a deviant category, it is typ-
ical to include “user” perspectives in Delphi exercises. Tese individuals 
are often innovative persons that cannot be placed in other slots. 

As for the types of knowledge on the vertical row, we utilized the 
six themes of our broad framework. In addition, to refect the empirical 
content of the mini scenarios, we added three distinct types of knowledge 
to each questionnaire round. (Table 2) 

https://www.edelphi.org
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Research Business 
Civic 

sector 

Public 

sector 

Decision-

making 
Citizens 

Supply chain 

Competences 

dominance 
6 2 2 6 2 1 

of great 

powers 

Core tech control 

Investment 

8 6 4 5 3 1 

leverage 
7 4 2 8 2 1 

Supply disruptions 6 3 3 4 2 1 

Vulnerabilities Critical tech 

of Finland dependencies 
6 6 4 4 4 1 

Security risks 5 5 3 7 2 1 

Pharmaceutical 

1st 

industry 
2 2 1 1 1 1 

questionnaire 
Game industry 1 3 1 1 1 1 

Defence industry 3 3 2 4 2 1 

Real-estate 

2nd 

industry 

Wind power 

2 1 1 1 5 2 

questionnaire industry 

Health technology 

2 3 1 3 2 1 

industry 

Quantum 

2 2 2 2 1 2 

3rd 

computing 

industry 

Water 

4 2 3 2 1 1 

questionnaire 
management 

industry 

Research and 

2 2 1 1 3 1 

technology 

industry 

9 1 3 2 2 1 

Table 2. Expertise matrix / Finnish Delphi exercise 

Two kinds of panellists were identifed: generalists and sectoral experts. 
Te generalists included individuals with a high level of understanding 
of at least one of the aspects of small state vulnerabilities or great power 
competencies. Te sectoral experts, in turn, were stakeholders that had 
deeper and more industry-specifc understanding of the issue areas of the 
nine mini-scenarios. In this way, the chosen panel would, as a whole, be 
capable of understanding our scenarios both through the small state-great 
power lens and the perspectives of the included industries. 
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Some of the experts could have been placed in more than one stake-
holder category of the horizontal row. In those cases, we made the choice 
based on the expert profle instead of afliation; the panellists were in-
structed to answer the questionnaires as individual professionals, not as 
representatives of their institutions. Moreover, since our experts typically 
possessed more than one type of knowledge, most panellists were placed 
in various slots of the vertical row. 

Te generalists participated in all the questionnaire rounds, whereas 
a new group of sectoral experts was selected to answer each of the three 
questionnaires. In questionnaires one, two and three, 48, 63 and 67 pan-
ellists were invited to participate in the exercise. 

According to the general practice of running a Delphi panel, most pan-
ellists were frst contacted either by phone or in face-to-face encounters 
and only then sent an ofcial and personalized invitation email. Tese 
measures are widely considered to reduce drop-out rates and enhance 
the panellists’ level of commitment.220 It also gives potential panellists 
the chance to refuse the invitation, which allows the research team to 
fnd replacements before the actual process begins. 

In Sweden, the Finnish expertise matrix was used as a heuristic. In 
other words, it was ensured that the panel would consist of diferent types 
of stakeholders who would analyse the chosen scenarios with diferent 
skill sets (Table 3). However, since the exercise was conducted as an on-
site workshop, practical constraints – the specifed time and place, no 
funding allocated to experts’ travel costs – played a part in selecting the 
experts. Tis also explains why equal representation was harder to reach, 
and why there were considerably more state ofcials than representatives 
of other stakeholder groups. Te invitations were only sent out by email. 

220 E.g., Varho and Tapio 2013, 614. 
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Research Business Public sector 

Competences of 

great powers 

Vulnerabilities 

of Sweden 

Issue areas 

Supply chain 

dominance 

Investment leverage 

Supply disruptions 

Security risks 

Energy industry 

Digital economy 

1 

0 

1 

2 

1 

0 

1 

3 

1 

1 

0 

0 

1 

3 

1 

5 

1 

2 

Table 3. Expertise matrix / Swedish Delphi exercise 

In Sweden, an on-site workshop was organized at the Swedish Institute 
of International Afairs in Stockholm. Te session was divided into two 
slots, one for each mini scenario. Te panellists were frst given a brief 
fve-minute oral presentation (an equivalent of the Finnish one-page 
backgrounders), then asked to read the actual mini-scenario and anon-
ymously share their initial proposals by using the eDelphi platform. Te 
experts’ answers appeared on the screen in real time, allowing everyone 
to see the variety of arguments immediately. An oral discussion followed, 
and at the end of the session, the panellists had the chance to re-enter 
the platform and modify their original answers. Due to the nature of the 
exercise, it was possible that the panellists were aware of the identity of 
the other experts (although no rounds of introduction were held in the 
room), but the anonymity of the answers was guaranteed. In Sweden, 
this also extended to the facilitators. 

STEP SIX: ANALYSING THE ANSWERS AND THEIR POLICY 
IMPLICATIONS 

As the last step, we analysed the content of the answers. Although the 
tangible means and measures naturally difered in each case, similar broad 
themes were found in the answers of all the scenarios of the same category. 
Based on the analysis, we identifed points of development for Finland and 
Sweden and drew broader implications concerning the enhancement of 
the preparedness of small states in a world of great power competition. 
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